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What is available?

Data sources

Infrastructure
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Simple Counters

Port Status
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Memory
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What’s on the truck?
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What’s on the truck?
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The Truth Lies in The Packets

Sometimes to see what’s
right in front of your eyes
you need to change your
perspective / lens...

Network
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The Truth Lies in The Packets

Network

Sometimes to see what’s Management
right in front of your eyes ‘
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The Truth Lies in The Packets

Rich, multidimensional metadata
— KPI, session, packet Network

Advanced metrics Management
— Application response time

— Application success, failure

— Application errors ‘-L

— Network response time

Successful Slow Failed

— Per protocol, per message type (i.e., URL)
— Voice and video QoE metrics

Security metrics
— Weak security practices (ciphers, protocols) g gy l‘ B ‘H_

— Threat analysis U T |_l]_

— Behavior analysis
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The Truth Lies in The Packets

Network

Management
Successful Slow Failed

ASI
Smart Data
200+ Metrics (PKils)
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The Truth Lies in The Packets

Security

n @ @

Good Bad Suspect

Sometimes to see what's
right in front of your eyes
you need to change your
perspective / lens...
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Netflow data vs Full Packet Data
Do you need both?

* NetFlow data (or jFlow, sFlow IPFIX and other flow-based standards) provides a metadata-based
view of activity on the network

* Full packet capture, on the other hand, is a complete record of actual network activity, including the
actual data (packet payloads that are transferred across the network.)
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Comparitive Overview

Packet analysis vs Flow analysis

Flow Analysis versus Packet Analysis - For Internet Monitoring Flow Analysis versus Packet Analysis — For User & Application Monitoring
Flow Analysis Tools Packet Capture

Flow Analysis Tools Packet Capture Vendor agnostic No (Yes )
Vendor agnostic No Yes Deploy at any point in the network No Yes
Accurate application recognition No Yes

Username association No Yes
Username association No Yes

Accurate web domain reports No Yes Drilldown from application to port number No Yes
Resource (URI) names No Yes Drilldown from application to user No Yes

Proxy reporting No Yes True application names No Yes
Bandwidth usage Yes Yes Resource (URI) names No Yes
HTTP header analysis No Yes Proxy reporting NG o

Port 80 analysis No Yes Bandwidth usage Yes Yes
HTTP header analysis No Yes

Accurate web domain reports No Yes

SMTP monitoring No Yes
BitTorren in N Y

tTorrent decod 8 g & SMTP monitoring No Yes
DNS SPAM detection No Yes BitTorrent decoding No Yes
Web client detection No Yes File activity monitoring No Yes
. Passive hostname capture No Yes

Security/IDS No Yes e e
Resource sizes (files) No Yes

Passive hostname capture Yes Real-time data . Yes

Port 80 analysis No Yes

Resource sizes (files) Yes Historical data Yes Yes
Real-time data Yes Filter bandwidth usage by MAC address No Yes
: : Filter bandwidth usage by IP address Yes

Historical data Yes .
IP flow count reporting Yes
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Packets vs Other Data Sources
The Ultimate Source of Truth
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Packets vs Other Data Sources

The Ultimate Source of Truth
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NETSCOUT

Thank you.

Marc Meulensteen
Sr. Sales Engineer Enterprise
Marc.Meulensteen@netscout.com

netscout.com
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Our Solutions
Powered by the Visibility Without Borders Platform

nGenius Enterprise nGenius Carrier-Grade Omnis Network Arbor DDoS
Performance Management Service Assurance Security Protection
Mission Critical Apps 5G Comprehensive Network Visibility Pervasive Network Visibility
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Visibility Without Borders Platform

Our platform addresses
Mission-critical application performance
Data center transformation

Hybrid and multi-cloud environments
Remote and hybrid workforces

DDoS attacks

Slow security response

5G implementations
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Our platform delivers

Real-time triage and retrospective investigation
Infinite multi-dimensional scalability

Deep packet inspection at scale

Visibility from the global internet to your local network
DDoS attack mitigation

A single-lens view of network and security activity
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Active + Passive
Performance
Monitoring

Service Assurance



End-thru-End Visibility Without Borders

Branch Offices

ik

Home/Remote Users

T O

SDWAN

WiFi Users g

@ Legacy WAN

MPLS
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Network and Application
Visibility & Performance
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The Truth Lies in The Packets

Rich, multidimensional metadata
— KPI, session, packet Network

Advanced metrics Management
— Application response time

— Application success, failure

— Application errors ‘-L

— Network response time

Successful Slow Failed

— Per protocol, per message type (i.e., URL)
— Voice and video QoE metrics

Security metrics
— Weak security practices (ciphers, protocols) g gy l‘ B ‘H_

— Threat analysis U T |_l]_
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The Truth Lies in The Packets

Network

Management
Successful Slow Failed

ASI
Smart Data
200+ Metrics (PKils)
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NETSCOUT nGenius Solution

Internet

Router
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NETSCOUT nGenius Solution
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NETSCOUT nGenius Solution

4 h

Combination of three strategic areas for
service assurance: Service [riage, advanced
Network Performance Management, and
Advanced Packet Analysis.
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nGeniusONE Service Triage Platform

Service Dashboard

and Alerts Service Monitor

Immediate visibility of
problems in cloud, colo,

data center, WFH, and
office

Layer-7, application
focus for SaaS, UCaasS,
business applications,
service enablers

® Cisco Webex BTT 142

Server Response Time and Throughput

ip-172-31-16-33.us-west-2.compute.internal

1726210 7 4

114

)
£
&
o
Z

Slow RT Degraded MOS Problems

23.00 10-Mar 01:00
Dest

- Avg -+ PeakRT - TCPRTT
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nGeniusONE Service Triage Platform

Service Dashboard
and Alerts

Immediate visibility of
problems in cloud, colo,
data center, WFH, and

office

= iCisco Webex Media
20
% Degraded MOS Problems Dest
1
g 10 17
Y
Q.
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830 AM 9:00 AM
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A2V ’
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Service Monitor

Layer-7, application
focus for SaaS, UCaasS,
business applications,
service enablers
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nGeniusONE Service Triage Platform

Service Dashboard
and Alerts

Immediate visibility of
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nGeniusONE Service Triage Platform

Service Dashboard

rvice Monitor | | Packet Analysi
and Alerts Service Monito Session Analysis acket Analysis
Immediate visibility of Layer-7, application ASI metrics for fast Packets for evidence and
problems in cloud, colo, focus for SaaS, UCaaS, targeting of cause collaboration
data center, WFH, and business applications,
office service enablers
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nGeniusONE Service Triage Platform

Service Dashboard

rvice Monitor | | Packet Analysi
and Alerts Service Monito Session Analysis acket Analysis
Immediate visibility of Layer-7, application ASI metrics for fast Packets for evidence and
problems in cloud, colo, focus for SaaS, UCaaS, targeting of cause collaboration
data center, WFH, and business applications,
office service enablers
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Dashboard: nGenius One

nGenius $ All Modu &' Service Configuratiol

28 Snapshot » %tz Enterprise(11/12) + @& Domain View ~

. * Service hierarchy — An organization of application services,

Y & o 1

+ O Enterprise Functional View 10

~
N

+ @ Lync And Skype For Business
+ @ SIP Trunking
+ @ Office 365

+ @ Cisco UC Jabber

p— 5@ > network domains, and service domains in parent-child order
[ - ’ configurable according to your needs
- Enterprise Applications 37 )
+ @ Unified Communications )
+ © Contact Center Boston 15 )
" © enterprise Geogaphicaly 8 'fl = Service domain — A grouping of application services, network
+ O US-West s @ . 2 2 -
: Z domains, and other service domains, designated by
+ O Washington 3 )
- ® New York 6 B )
m— §* By default, at the top level, the Enterprise domain is the
y— : : parent of all other domains.
+ O Asia )
)
)
)
)
)
)

+ @ Networks
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Dashboard: nGenius One
nGenius 0 aimodules | g service Configuratin 3¢ _

- 10/30/2023 Shift By 10/30/2023 —]
52 Snapshot - Tz Enterprise(11/12) * @ DomainView = (O ¢ A ppr 1 Hour(s) 4 Hour 4 8:25AM DT S nja =
Y & o 1 Q X Enterprise>
- © Enterprise 51 ) ® Data Center 32 ® Enterprise Applications ER ® Unified Communications
+ O Data Center 2 B )
+ O Enterprise Applications 37 ) 3 <1 - 3 ’I ‘l
% % %
+ @ Unified Communications ) Total
+ @ Contact Center Boston 15 ) Failures Degraded MOS Problems Failures Degraded MOS Failures Degraded MOS Problems
Dest : Problems Dest Dest
- O Enterprise Geographically 9 B ) util
+ O US - West s B y ® Contact Center Boston 15 @ Enterprise Geographically ) ® Enterprise Functional View (10
- O Us-East 9 )
+ O Washington 3 @ ) <1 % 1 5% 1 M Transactions
64 k New Sessions
- @ New York 3 ) Total
2. Citrix Desktop Services ( ) Failures Degraded MOS Failures Degraded MOS Problems Failures
Problems Dest Dest
. il
.. Exchange Clients 6 B ) o
b G i @ ; @ S|P Trunking ® Office 365 ® Cisco UC Jabber
+ O Asia >
+ O Enterprise Functional View 10 ) 2 % 2 k Transactions 2 %
330 New Sessions
+ @ Lync And Skype For Business )
+ @ SIP Trunking ) Failures Degraded MOS Problems Failures Failures Degraded MOS Problems
Dest Dest
+ @ Office 365 )
) ® Networks ® nGP-Oracle
+ @ Cisco UC Jabber )
+ @ Networks ) =
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Use Case: Troubleshooting
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In case of alert

Notrication center 7’ 4.05 PM CET 1 Hour(s) « 5:05 PM CET

Alerts Critical: 17 Warning: 16 Situations 0

ID Type Occurrences Acknowledge Source Last Detected Description
F
(=)~ service:Microsoft Teams Medi: Threshold Alert ﬂ 0/4 DC-Int:if5 02/29/2024 5:00:00.000 PM Service Alert (Microsoft Teams Media)
— Absolute MOS Problems Dest for Service:Microsoft Teams Media (App: Microsoft Teams RTP ; ServiceTest:MS Teams Join BTT - Okta) has exceeded the config threshold
1-2145337240304 Threshold Alert (1] O C-Int:if5 02/29/2024 5:00:00.000 PM o ce e ol © ' ¢ —

over a 5 minute period

Alert: 1-2145337240304 i © > @
Severity: Critica Alert Metric Over Time e = X
Description: Absolute MOS Problems Dest for Service:Microsoft Teams Media (App: Microsoit Teams RTP ; ServiceTest:MS Teams Join BTT -

Okta) has exceeded the config threshold over a 5 minute period (threshold = 1%; last delta = 24.27%; cumulative occurrences since
start= 1) 0= 20 |
2%
First Detected: 02/29/2024 5:00:00:000:000 E a
Se
Triggered Value: 25.27% 3] 10
29 —
=<2
o
0 [ o o o o o
4:50 PM 4:55 PM 5:00 PM 5:05PM
' | ! l ' '
-=- Absolute MOS Problems Dest Threshold ~ —— Absolute MOS Problems Dest
— — Absolute MOS Problems Src for Service:Microsoft Teams Media (App: Microsoft Teams RTP ; ServiceTest:MS Teams Join BTT - Okta) has exceeded the config threshold
O 1-2145337240305 Threshold Alert (1] O DC-Int:if5 02/29/2024 5:00:00.000 PM we : et wELelil : ' ' L
over a 5 minute period

— — Absolute MOS Problems Dest for Service:Microsoft Teams Media (App: Microsoft Teams RTP ; ServiceTest:MS Teams Join BTT - Okia) has repeatedly exceeded the confi

U 1-2145337240273 Threshold Alert a UJ DC-Int:if5 02/29/2024 4:45:00.000 PM y ) S ! ! e g

threshold over a 4 hour period

— — Absolute MOS Problems Src for Service:Microsoft Teams Media (App: Microsoft Teams RTP ; ServiceTest:MS Teams Join BTT - Okta) has repeatedly exceeded the confi

O 1-2145337240274 Threshold Alert 3] O DC-Intif5 02/29/2024 4:45:00.000 PM ’ . : e I ‘ sty <

threshold over a 4 hour period

J  » senvice:Microsoft Teams Threshold Alert [ 16 &L 0/14 DC-Intiif5 02/29/2024 5:00:00.000 PM Service Alert (Microsoft Teams)

» Service:Cisco Webhex Threshold Alert 29 0/3 DC-Int:if5 02/29/2024 5:05:00.000 PM Service Alert (Cisco Webex)
» Service:Office365 Outlook Threshold Alert m 48 07 DC-Int:if5 02/29/2024 5:05:00.000 PM Service Alert (Office365 Outlook)
» Service:Cisco Webex Media  Threshold Alert m 24 0/4 DC-Int:if5 02/29/2024 5:05:00.000 PM Service Alert (Cisco Webex Media)
1-2145337240291 Threshold Alert m ] DC-Int:if5 02/29/2024 5:05:00.000 PM Avg. Response Time for Service:ServiceNow (App: nP-ServiceNow Web ; ServiceTest: ServiceNow Web) has repeatedly exceeded the config threshold over a 1 hour period
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What is the problem?



What is the problem?

« A Service outage

« A Service degradation

 End user experience is bad

« Capacity investigation

« An Event that increases the risk of a Service outage

* An Event that increases the risk of a Service degradation



MTTR

Mean Time To Resolution

Wn Time to Identify

Mean Time to Verify / Mean Time to Know

C— —

Mean Time
to Resolve
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nGenius: Reduce Mean Time to Resolution (MTTR) with Speed to Knowledge

90%

of mean time to
resolution is spent
In understanding
the problem
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Current MTTR (with Existing Tools)
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nGenius: Reduce Mean Time to Resolution (MTTR) with Speed to Knowledge

0%

of mean time to
resolution is spent
In understanding
the problem
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Current MTTR (with Existing Tools)

A
4 A\
MTTI MTTK MTTF | MTTV .

Identification / Knowledge / Fix / Verify

New MTTR
(with NETSCOUT Visibility Platform)

A
4 A\
MTTI MTTK MTTF | MTTV .
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Troubleshooting

- Universal Monitor 3¢ EL + % Web Services Monitor %

nGeniusONE §,°A|| Modules

02/28/2024 shife By 02/28/2024
- S ~
52 Snapshot - Tz CitrixFrontEnd (/2) - @ DomainView = () qoo | fhoudy 4 | I e #

rﬁ Data Center [ | ® Data Center Boston [ | @ (itrix Services ® Citrix Front End
2 M Transactions 1 M Transactions
18 k New Sessions 6 k New Sessions
Failures Degraded MOS Failures Degraded MOS Failures Failures
Problems Dest Problems Dest
= Citrix Desktop Services (Front ICA) = Citrix Desktop Services (Front - HTTP)
1 M Transactions 8 k Transactions
420 New Sessions 5 k New Sessions
Failures Failures
» »
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Troubleshooting

nGenius O NE §,°AII Modules | =% Universal Monitor % [} 4# Web Services Monitor )¢
02/28/2024 Shift 8 02/28/2024
22 Snapshot » %z Citrix FrontEnd(2/2) ~ & Domain View ~ © 10:40 AM CET ‘ 1Hour(s) 4 ‘ Houry 4 ‘ 11:40 AM CET #
Enterprise> Data Center> Data Center Boston> Citrix Services> Citrix Front End>
rﬁ Data Center [ | ® Data Center Boston [ | @ (itrix Services ® Citrix Front End
2 M Transactions 1 M Transactions
18 k New Sessions 6 k New Sessions
Failures Degraded MOS Failures Degraded MOS Failures Failures
Problems Dest Problems Dest
= Citrix Desktop Services (Front ICA) = Citrix Desktop Services (Front - HTTP)
— 4 T
AL \ ‘
1 M Transactions 2 8 k Transactions
420 New Sessions 5. New Sessions
_ _
Failures > Failures N . .
. Web Services Monitor
Notification Center
Service Dependency
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Troubleshooting

nGenius “s;o All Modules | =« Universal Monitor ¢

|

K| ¥ Web Services Monitor X

OO

28 Snapshot - Tz Citrix FrontEnd (2/2) ~ & Domain View ~ 1Hour(s) 4 Hour 4 11;40AM CET

Enterprise> Data Center> Data Center Boston> Citrix Services> Citrix Front End>

@ Data Center 5 8 @ Data Center Boston 5 8 @ Citrix Services @ Citrix Front End

34 34 4, 34 <1. <14

2 M Transactions 1 M Transactions
18 k New Sessions 6 k New Sessions
Failures Degraded MOS Failures Degraded MOS Failures Failures
Problems Dest Problems Dest
= Citrix Desktop Services (Front ICA) = Citrix Desktop Services (Front - HTTP)
]

-

‘\; . nGenius g'/o All b 3 Web Services Monitor % Service Dashboard X '@ Senvice Configuration ¢ -* Universal Monitor %
1 M Transactions 2 8 k Transactions
420 New Sessions 5 .. Mew Sessions Citrix Desktop Services ... , ({50 amcer 1 Hours) 4 Hour 4

Failures > Failures N . _
Web Services Monitor

Notification Center

Service Dependency

kol ) Parformance Variation over time with Latency

Head End | VPN TTP| 192.168.130.33 . ntISP Head End | V

T
H
3
o
K
3
i
g
£

Failure(%) over 1 with Total Requests = N Error Code Distribution - Top 10 - Over

" C-IntiS 5Data Cente 66.130.33 ntiSP Head End
6 :

Error Code Count
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Troubleshooting

nGenius §9° All Modules | =% Universal Monitor ) . seMceDaslboam K| ¥ Web Services Monitor X
i3 Snapshot - %= Citrix FrontEnd(2/2) ~ @ Domain View ~ ‘f‘r‘ 16;0.;M>CEI' 1Hour(s) 4 Hour 4 11:40 AM CET

Enterprise> Data Center> Data Center Boston> Citrix Services> Citrix Front End>

@ Data Center 5 8 @ Data Center Boston 5 8 @ Citrix Services @ Citrix Front End

34 34 4, 34 <1. <14

2 M Transactions 1 M Transactions
18 k New Sessions 6 k New Sessions
Failures Degraded MOS Failures Degraded MOS Failures Failures
Problems Dest Problems Dest
= Citrix Desktop Services (Front ICA) = Citrix Desktop Services (Front - HTTP)
I
—
)} ; . nGenius §,° A € 4 Web Services Monitor x Service Dashboard X '@ Service Configuration X -* Universal Monitor %
1 M Transactions o 8 k Transactions T,

420 New Sessions 5 .. Mew Sessions Citrix Desktop Services ... , 1045 AMCET 1 Hours) 4 Hour 4

Name &

Failures Failures DC-ntISP Head End

’ ' | Web Services Monitor

Citrx Web HTTP 192.168.130.3.
Citrix Web HTTP 192 168 130 32

Notification Center

Dig deeper with

Service Dependency . .
session analysis

Parformance Variation over time with Latency

HTTP | 192.168.130.33 . DC-IntISF Head End | VPN U

ion Count

Requ

Failure(%) over time with Totsl Requests [} I o =) Error Code Distribution - Top 10 - Over Time

DC-nt1S|

% Falled

Error Code Count
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Troubleshooting Session/Packet analysis

11:25 AM CET

Web Services Monitor - ... ,

Session Overview
ME Name Application Server Name Server Port Client Name Identity Avg RT (ms) App Errors Retries Timeouts Ageouts Start time Duration Status

DC-Int:ISP Head End Citrix Web HT... | 192.168.130.33 8 10.40.11 http://server-c0a88221.netscout.com/Citrix/AppSele 233.31 ( ( 2/28/2024 10:25:01 AM 00:00:01.401
DC-Int:ISP Head End trix VW ...|192.168.130.33 8 10.80.1.2 http://server-c0a88220.netscout.com/Citrix/AppSele. 232.49 2/28/2024 10:25:04 AM 00:00:01.445
DC-Int:ISP Head End trix Ve 192.168.130.33 8 10.60.1.1 http:/ netscout.com/Citrix/auth/login.aspx 025 0 ( ( ( 2/28/2024 10:25:04 AM 00:00:00.003
DC-Int:ISP Head End itrix Wi 192.168.130.33 10.30.1.3 http://default/Citrix/auth/login.aspx 2/28/2024 10:25:04 AM 00:00:00.252 Q
DC-Int:ISP Head End Citrix Web HT...|192.168.130.33 8 10.60.1.1 http:/ w.netscout.com/Oracle/auth/login.aspx 1 ( 2/28/2024 10:25:05 AM 00:00:00.003
DC-Int:ISP Head End Citrix Web HT... | 192.168.130.33 10.60.1.1 http://server-c0a88221.netscout.com/Oracle/App1.htm 2/28/2024 10:25:10 AM 00:00:04.113
DC-Int:ISP Head End Citrix Web HT... 192.168.130.33 10.30.1.4 http://default/Citrix/auth/login.aspx 2/28/2024 10:25:10 AM 00:00:00.300 €
DC-Int:ISP Head End Citrix Web HT... |192.168.130.33 8 10.50.1.3 hitp://server-c0a88220.netscout.com/Citrix/AppSele 2/28/2024 10:25:13 AM 00:00:01.467
DC-Int:ISP Head End Citrix Web HT...|192.168.130.33 8 10.30.1.1 http://default/Citrix/auth/login.aspx ( ( ( 2/28/2024 10:25:16 AM 00:00:00.281 o
Page 1 33 » »l ISP

Session Trace @& A Q@

Description Relative Time D 10.30.1.4 E 192.168.130.33
== DC-Int:ISP Head End DC-Int:ISP Head End

:0000.00.039434 Where |S the prOblem

00:00:00.066.244
00:00:00.186.501

HTTP GET 00:00:00.000.000
HTTP Response 401 00:00:00.039.135
HTTP GET 00:00:00.105.379
405 Method Not Allowed (405: M 00:00:00.291.880

TR =T

anbheWenda Y.

Session Summary
Session Information Flow Information

Entity Interface DC-Int:ISP Head End

Session Type HTTP Client IP : Port 10.30.1.4:31662

Starting URL Path Citrix/auth/login.aspx Client to Server Bytes 13K

Host default Client to Server Packets 6

First Method GET Server to Client Bytes 15K

User Agent Mozilla/5.0 (Windows NT 5.1; rv Server to Client Packets 7

Content Type Not Available Retries 0

Failure Reason 405: Method Not Allowed Timeouts 0
TCP Flags Client SYN,Server SYN ACK
TCP Client Connect Time (ms) 0.36
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Troubleshooting Session/Packet analysis

Web Services Monitor - ... , 11;2&;@ CET

Session Overview
ME Name Application Server Name Server Port Client Name Identity Avg RT (ms) App Errors Retries Timeouts Ageouts Start time Duration Status

DC-Int:ISP Head End Citrix Web HT... | 192.168.130.33 8 10.40.11 http://server-c0a88221.netscout.com/Citrix/AppSele 233.31 ( 2/28/2024 10:25:01 AM 00:00:01.401
DC-Int:ISP Head End Citrix Web HT... 192.168.130.33 8 10.80.1.2 http://server-c0a88220.netscout.com/Citrix/AppSele. 232.49 2/28/2024 10:25:04 AM 00:00:01.445
DC-Int:ISP Head End Citrix Web HT... | 192.168.130.33 8 10.60.1.1 http:/ w.netscout.com/Citrix/auth/login.aspx 025 0 ( ( ( 2/28/2024 10:25:04 AM 00:00:00.003
DC-Int:ISP Head End Citrix Web HT... | 192.168.130.33 10.30.1.3 http://default/Citrix/auth/login.aspx 2/28/2024 10:25:04 AM 00:00:00.252
DC-Int:ISP Head End Citrix Web HT...|192.168.130.33 8 10.60.1.1 http:/ w.netscout.com/Oracle/auth/login.aspx 1 ( 2/28/2024 10:25:05 AM 00:00:00.003
DC-Int:ISP Head End Citrix Web HT... | 192.168.130.33 10.60.1.1 http://server-c0a88221.netscout.com/Oracle/App1.htm 2/28/2024 10:25:10 AM 00:00:04.113
DC-Int:ISP Head End Citrix Web HT... 192.168.130.33 10.30.1.4 http://default/Citrix/auth/login.aspx 2/28/2024 10:25:10 AM 00:00:00.300
DC-Int:ISP Head End Citrix Web HT... 192.168.130.33 8 10.50.1.3 hitp://server-c0a88220.netscout.com/Citrix/AppSele 2/28/2024 10:25:13 AM 00:00.0#7467
DC-Int:ISP Head End Citrix Web HT...|192.168.130.33 8 10.30.1.1 http://default/Citrix/auth/login.aspx ( ( ( 2/28/2024 10:25:16 AM 00:00.281 o
= e1 of 33 ) ’I o 1 50

Session Trace (> 3 = I © b2

Description Relative Time D 10.30.1.4 E 192.168.130.33
== DC-Int:ISP Head End DC-Int:ISP Head End
HTTP GET 00:00:00.000.000 '
HTTP Response 401 00:00:00.039.135
HTTP GET 00:00:00.105.379

405 Method Not Allowed (405: M 00:00:00.291.880

:0000.00.039434 There is the prOblem

00:00:00.066.244

A =TT50.501

TR =T
anhllWenda Y.

Session Summary
Session Information Flow Information
Entity Interface DC-Int:ISP Head End

Session Type HTTP Client IP : Port 10.30.1.4:31662

Starting URL Path Citrix/auth/login.aspx Client to Server Bytes 13K

Host default Client to Server Packets 6

First Method GET Server to Client Bytes 15K

User Agent Mozilla/5.0 (Windows NT 5.1; rv Server to Client Packets 7

Content Type Not Available Retries 0

Failure Reason 405: Method Not Allowed Timeouts 0
TCP Flags Client SYN,Server SYN ACK
TCP Client Connect Time (ms) 0.36
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Troubleshooting Session/Packet analysis

. . 2/28/2024 212
Web Services Monitor - ... , 10:25 AM CET 11:25 AM CET

Session Overview
ME Name Application Server Name Server Port Client Name Identity Avg RT (ms) App Errors Retries Timeouts Ageouts Start time Duration Status

DC-Int:ISP Head End Citrix Web HT... | 192.168.130.33 8 10.40.11 http://server-c0a88221.netscout.com/Citrix/AppSele 233.31 ( 2/28/2024 10:25:01 AM 00:00:01.401
DC-Int:ISP Head End trix VW ...|192.168.130.33 8 10.80.1.2 http://server-c0a88220.netscout.com/Citrix/AppSele. 232.49 2/28/2024 10:25:04 AM 00:00:01.445
DC-Int:ISP Head End Citrix Web HT... | 192.168.130.33 8 10.60.1.1 http:/ w.netscout.com/Citrix/auth/login.aspx 0.25 ( ( ( 2/28/2024 10:25:04 AM 00:00:00.003
DC-Int:ISP Head End Citrix Web HT... | 192.168.130.33 10.30.1.3 http://default/Citrix/auth/login.aspx 2/28/2024 10:25:04 AM 00:00:00.252
DC-Int:ISP Head End Citrix Web HT...|192.168.130.33 8 10.60.1.1 http:/ w.netscout.com/Oracle/auth/login.aspx 1 ( 2/28/2024 10:25:05 AM 00:00:00.003
DC-Int:ISP Head End Citrix Web HT... | 192.168.130.33 10.60.1.1 http://server-c0a88221.netscout.com/Oracle/App1.htm 2/28/2024 10:25:10 AM 00:00:04.113
DC-Int:ISP Head End Citrix Web HT... 192.168.130.33 10.30.1.4 http://default/Citrix/auth/login.aspx 2/28/2024 10:25:10 AM 00:00:00.3!
DC-Int:ISP Head End Citrix Web HT... 192.168.130.33 10.50.1.3 hitp://server-c0a88220.netscout.com/Citrix/AppSele 2/28/2024 10:25:13 AM 00:00.0#7467
DC-Int:ISP Head End Citrix Web HT...|192.168.130.33 8 10.30.1.1 http://default/Citrix/auth/login.aspx ( ( ( 2/28/2024 10:25:16 AM 00:00.281 o
Page 1 033 b b -

Session Trace (> 3 = I © b2

Description Relative Time D 10.30.1.4 E 192.168.130.33
== DC-Int:ISP Head End DC-Int:ISP Head End
HTTP GET 00:00:00.000.000 '
HTTP Response 401 00:00:00.039.135
HTTP GET 00:00:00.105.379

405 Method Not Allowed (405: M 00:00:00.291.880

:0000.00.039434 There is the prOblem

00:00:00.066.244

A =TT50.501

TR =T
anhllWenda Y.

Session Summary
Session Information Flow Information
Entity Interface DC-Int:ISP Head End

Session Type HTTP Client IP : Port 10.30.1.4:31662
Starting URL Path Citrix/auth/login.aspx Client to Server Bytes 13K

Host default Client to Server Packets 6

First Method GET Server to Client Bytes 15K

User Agent Mozilla/5.0 (Windows NT 5.1; rv Server to Client Packets 7

ype Not Available Retries 0
Failure Reason 405: Method Not Al 10'.';ed> Timeouts 0

TCP Flags Client SYN,Server SYN ACK
TCP Client Connect Time (ms) 0.36
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Troubleshooting Session/Packet analysis

Web Services Monitor - ... , 11;2&;@ CET

Session Overview
ME Name Application Server Name Server Port Client Name Identity Avg RT (ms) App Errors Retries Timeouts Ageouts Start time Duration Status

DC-Int:ISP Head End Citrix Web HT... | 192.168.130.33 8 10.40.11 http://server-c0a88221.netscout.com/Citrix/AppSele 233.31 ( 2/28/2024 10:25:01 AM 00:00:01.401
DC-Int:ISP Head End Citrix Web HT... 192.168.130.33 8 10.80.1.2 http://server-c0a88220.netscout.com/Citrix/AppSele. 232.49 2/28/2024 10:25:04 AM 00:00:01.445
DC-Int:ISP Head End Citrix Web HT... | 192.168.130.33 8 10.60.1.1 http:/ w.netscout.com/Citrix/auth/login.aspx 025 0 ( ( ( 2/28/2024 10:25:04 AM 00:00:00.003
DC-Int:ISP Head End Citrix Web HT... | 192.168.130.33 10.30.1.3 http://default/Citrix/auth/login.aspx 2/28/2024 10:25:04 AM 00:00:00.252
DC-Int:ISP Head End Citrix Web HT...|192.168.130.33 8 10.60.1.1 http:/ w.netscout.com/Oracle/auth/login.aspx 1 ( 2/28/2024 10:25:05 AM 00:00:00.003
DC-Int:ISP Head End Citrix Web HT... | 192.168.130.33 10.60.1.1 http://server-c0a88221.netscout.com/Oracle/App1.htm 2/28/2024 10:25:10 AM 00:00:04.113
DC-Int:ISP Head End Citrix Web HT... 192.168.130.33 10.30.1.4 http://default/Citrix/auth/login.aspx 2/28/2024 10:25:10 AM 00:00:00.300
DC-Int:ISP Head End Citrix Web HT... 192.168.130.33 8 10.50.1.3 hitp://server-c0a88220.netscout.com/Citrix/AppSele 2/28/2024 10:25:13 AM 00:00.0#7467
DC-Int:ISP Head End Citrix Web HT...|192.168.130.33 8 10.30.1.1 http://default/Citrix/auth/login.aspx ( ( ( 2/28/2024 10:25:16 AM 00:00.281 o
= e1 of 33 ) ’I o 1 50

Session Trace (> 3 = I © b2

Description Relative Time D 10.30.1.4 E 192.168.130.33
== DC-Int:ISP Head End DC-Int:ISP Head End
HTTP GET 00:00:00.000.000 '
HTTP Response 401 00:00:00.039.135
HTTP GET 00:00:00.105.379

405 Method Not Allowed (405: M 00:00:00.291.880

§ 000000030134 Do you need more details?

00:00:00.066.244

A =TT50.501

TR =T
anhllWenda Y.

Session Summary
Session Information Flow Information
Entity Interface DC-Int:ISP Head End

Session Type HTTP Client IP : Port 10.30.1.4:31662
Starting URL Path Citrix/auth/login.aspx Client to Server Bytes 13K

Host default Client to Server Packets 6

First Method GET Server to Client Bytes 15K

User Agent Mozilla/5.0 (Windows NT 5.1; rv Server to Client Packets 7

ype Not Available Retries 0
Failure Reason 405: Method Not Al 10'.';ed> Timeouts 0

TCP Flags Client SYN,Server SYN ACK
TCP Client Connect Time (ms) 0.36
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Troubleshooting Session/Packet analysis

Web Services Monitor - ... , 10:25 AM CET 11:25 AM CET

Session Overview
ME Name Application Server Name Server Port Client Name Identity Avg RT (ms) App Errors Retries Timeouts Ageouts Start time Duration Status

DC-Int:ISP Head End Citrix Web HT... | 192.168.130.33 10.40.11 http://server-c0a88221.netscout.com/Citrix/AppSele 233.31 ( 2/28/2024 10:25:01 AM 00:00:01.401
DC-Int:ISP Head End Citrix Web HT... 192.168.130.33 10.80.1.2 http://server-c0a88220.netscout.com/Citrix/AppSele. 232.49 2/28/2024 10:25:04 AM 00:00:01.445
DC-Int:ISP Head End Citrix Web HT... | 192.168.130.33 8 10.60.1.1 http v.netscout.com/Citrix/auth/login.aspx 0.25 ( ( 2/28/2024 10:25:04 AM 00:00:00.003
DC-Int:ISP Head End Citrix Web HT... | 192.168.130.33 10.30.1.3 http://default/Citrix/auth/login.aspx 2/28/2024 10:25:04 AM 00:00:00.252
DC-Int:ISP Head End Citrix Web HT...|192.168.130.33 8 10.60.1.1 http:/iwvnw.netscout.com/Oracle/auth/login.aspx 1 ( 2/28/2024 10:25:05 AM 00:00:00.003
DC-Int:ISP Head End Citrix Web HT... | 192.168.130.33 10.60.1.1 http://server-c0a88221.netscout.com/Oracle/App1.htm 2/28/2024 10:25:10 AM 00:00:04.113
DC-Int:ISP Head End ... 192.168.130.33 10.30.1.4 http://default/Citrix/auth/login.aspx 2/28/2024 10:25:10 AM
DC-Int:ISP Head End trix VW ...|192.168.130.33 10.50.1.3 hitp://server-c0a88220.netscout.com/Citrix/AppSele 2/28/2024 10:25:13 AM
DC-Int:ISP Head End Citrix Web HT... | 192.168.130.33 8 10.30.1.1 http://default/Citrix/auth/login.aspx ( ( 2/28/2024 10:25:16 AM
Page 1 of33 p

Session Trace

Description Relative Time D 10.30.1.4 E 192.168.130.33
== DC-Int:ISP Head End DC-Int:ISP Head End

§ 000000030134 Do you need more details?

00:00:00.066.244

A =TT50.501

HTTP GET 00:00:00.000.000
HTTP Response 401 00:00:00.039.135
HTTP GET 00:00:00.105.379
405 Method Not Allowed (405: M 00:00:00.291.880

1

e=df Wl W

*
*

Inline Decode 405 Method Not Allowed (405: Method Not Allowed) | 00:00:00.291.880

= PACKE_: #1 2024/02/28 09:25:11.235.569.064(UTC); Length=484 bytes; Captured=484 bytes
[ B ETHERNET: S=[02-1A-C5-02-00-00], D=[02-1A-C5-01-00-00], EtherType=0x0800

Session Summary - - -

E2] Q IP: S5=192.168.130.33 D=10.30.1.4 LEN=446, ID=30857, Offset=0, Proto=TCP;

Session Information B § TCP: 5=80 D=31662 LEN=412 SEQ=3853501382 ACK=3853479047 WIN=8688

Entity = : HTI@#* <™ HTTP/1.1 Status=Method Not Supported; 192 UYms of content P Head End
= Response-Line = HTTP/1.1 405 Method Not Supported
Session Type HTTP e MENemsas Response

Starting URL Path Citrix/auth/login.aspx Protocol-Version = HTTP/1.1
Host default 3 Response Phrase = 405 (Method Not Supported)
First Method GET Code = 405
Phrase = Method Not Supported
User Agent Mozilla/5.0 (Windows NT 5.1; rv rase = Method Mot supporte
=

Message Body

% A
ybe Not Available Date = Tue, 12 Nov 13 15:20:51 GMT
Failure Reason 405: Method Not Allowed Last-Modified = Sat, 26 Oct 13 00:44:21 GMT

ETag = 326a9b096c432b4d1579645950377fbe
Connection = Keep-Alive

Server = Generic/l.x

Content-Length = 192
End Of Header

COPYRIGHT © 2024 NETSCOUT SYSTEMS, INC. | - Content: 191 bytes of data




Use case: Voice Quality Monitoring




“Hi Team, Let’s start this mee...! can you hear me?”

(1] - - : . - .
=& Snapshot ~ Tz Unified Communications (17/22) & Domain View # 2:50 PM CET

Enterprise> Unified Communications>

" Unified Communications

02/29/2024

1Hour(s) 4 ‘

Shift By
Hour 4

02/29/2024
3:50 PM CET

onla s, n|e[Ex

Failures Degraded MOS
Problems Dest
| &
- . u . . u . /\ - . . . u . - .
= All Voice and Video = All Voice and Video = Voice_UC All C | Jabber Signalling/Media = Jabber Signalling/Media
Media Monitor
Call Server Monitor
2% Failed Call Setup 125 k Transactions 28 % P 2 % 125 k Transactions 2% Failed Call Setup
2 k Completed Streams Dest 8 New Sessions Notification Center 8 New Sessions 0 Completed Streams Dest
Service Dependency
Degraded MOS Failures Degraded MOS Failures Degraded MOS
Problems Dest 4 4 Problems Dest Problems Dest 4
= Video Conferencing = UC Voice = UC Voice = All SIP = All SIP
0% Failed Call Setup 2% Failed Call Setup 125 k Transactions 124 k Transactions 2% Failed Call Setup
26 Completed Streams Dest 0 Completed Streams Dest 8 New Sessions 0 New Sessions 0 Completed Streams Dest
Degraded MOS Degraded MOS Failures Failures Degraded MOS
Problems Dest Problems Dest Problems Dest 4
~ MSP2 ~ MSP3 =~ MSP3 = SIP Trunk 01245 = SIP Trunk 01245




““Hi Team, Let’s start this mee

Voice_UC All 2:50 PM CET 1 Hour(s) 4
Streams
ME Name + Client Site Application From Community
Average Active Completed % QoS Mismatch
1 DC-Int:ISP Head End Data Center Audio SIP Gateway2 6.75 240 0.00
2 [J 'DC-Int:ISP Head End |Singapore Audio Singapore Users 479 130 0.00
3 [J 'DC-IntISP Head End |Data Center Audio SIP Gateway1 1.68 99 0.00
4 [J |DC-Int:ISP Head End |SIP Trunk 241 Audio SBC 241-01 0.80 68 0.00
5 [J |DC-Int:ISP Head End |Main Campus Audio Radiology MC 0.28 33 0.00
6 [J |DC-int:ISP Head End  Main Campus Audio Jabber San Jose 1.44 3 0.00
7 [CJ 'DC-Int:ISP Head End |SIP Trunk 240 Audio SBC 240-01 0.99 24 0.00
8 [J 'DC-IntISP Head End | Main Campus Audio Jabber Toronto 1.49 18 0.00
9 [J 'DC-IntISP Head End |Main Campus Audio Jabber Westford 0.71 18 0.00
10 [J 'DC-IntISP Head End |Main Campus Audio Jabber London 0.77 5 0.00
Stream Counters m B " % = e
. DC-Int:ISP Head End | Data Center | Audio | SIP Gateway2
=
B
o
g S
HE 2
& a8
-
—— z
0 T
15:00 15:10 15:20 15:30 15:40 15:50
M %Qosmis M %Shott M %Long M % Sgl Dir % Gaps M % DTMF -@ Average Started - Completed
Packet Loss Problems (with Streams Count) m B ¥ % [ =R
100 DC-Int:ISP Head End | Data Center | Audio | SIP Gateway2 R
2 2
E 8
= Z
Py -
= 50 4 =
£ &
3
2 by
< =
a o
0 0

15:00 15:10

M 9 Critical

15:20 15:30

15:40

15:50

% Warning W % Acceptable -~ Average Active

can you hear me?”

S| X

Quality Problems Network Problems

% Single Direction % Long Call % Degraded MOS % Compression MOS % Packet Loss % Jitter
208 0.00 498 0.00 332 63.83
0.00 0.00 100.00 0.00 100.00 99.71
3.03 0.00 6.41 0.00 357 61.97
0.00 0.00 0.00 0.00 0.00 58.92
0.00 0.00 3.97 0.00 0.00 63.78
0.00 0.00 0.00 0.00 0.00 0.00
0.00 0.00 10.20 0.00 337 70.33
0.00 0.00 0.00 0.00 0.00 0.00
0.00 0.00 0.00 0.00 0.00 0.00
0.00 0.00 0.00 0.00 0.00 0.00
Degradation MOS Problems [T J:::%

Percentage of Time

100

50

DC-Int:ISP Head End | Data Center | Audio | SIP Gateway2

15:10
M % Critical

15:20 15:30

% Warning I % Acceptable  -@ Average Active

Out of Sequence Problems IE :::8

Percentage of Time

100

50

DC-Int:ISP Head End | Data Center | Audio | SIP Gateway2

15:10
M 9 Critical

15:20 15:30

% Warning W % Acceptable  -@- Average Active

% Round Trip Delay

0.00
0.00
0.00
0.00
0.00
0.00
0.00
0.00
0.00
0.00

% Out of Sequenc:
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““Hi Team, Let’s start this mee

Voice_UC All 2:50 PM CET 1 Hour(s) 4
Streams
ME Name + Client Site Application From Community
Average Active Completed % QoS Mismatch
1 DC-Int:ISP Head End Data Center Audio SIP Gateway2 6.75 240 0.00
2 [J 'DC-Int:ISP Head End |Singapore Audio Singapore Users 479 130 0.00
3 [J 'DC-IntISP Head End |Data Center Audio SIP Gateway1 1.68 99 0.00
4 [J |DC-Int:ISP Head End |SIP Trunk 241 Audio SBC 241-01 0.80 68 0.00
5 [J |DC-Int:ISP Head End |Main Campus Audio Radiology MC 0.28 33 0.00
6 [J |DC-int:ISP Head End  Main Campus Audio Jabber San Jose 1.44 3 0.00
7 [CJ 'DC-Int:ISP Head End |SIP Trunk 240 Audio SBC 240-01 0.99 24 0.00
8 [J 'DC-IntISP Head End | Main Campus Audio Jabber Toronto 1.49 18 0.00
9 [J 'DC-IntISP Head End |Main Campus Audio Jabber Westford 0.71 18 0.00
10 [J 'DC-IntISP Head End |Main Campus Audio Jabber London 0.77 5 0.00
Stream Counters m By % 53 K
. DC-Int:ISP Head End | Data Center | Audio | SIP Gateway2 0
=
) . 2
e Let’'s see some details g
g2 20 Z
& a3
-
— - —— 7
0 T T 0
15:00 15:10 15:20 15:30 15 15:50
M %Qosmis M %Shott M %Long M % Sgl Dir % Gaps M % DTMF -@ Average Starte Completed
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Packet Loss Problems (with Streams Count) m B ¥ % [ =R
100 DC-Int:ISP Head End | Data Center | Audio | SIP Gateway2 R
2 2
E 8
S 7
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= 50 4 =
£ 8
3
2 by
3 E
a o
0 0

15:00 15:10

M 9 Critical

15:20 15:30

15:40

15:50

% Warning W % Acceptable -~ Average Active

can you hear me?”

S| X

Quality Problems Network Problems

% Single Direction % Long Call % Degraded MOS % Compression MOS % Packet Loss % Jitter
208 0.00 498 0.00 332 63.83
0.00 0.00 100.00 0.00 100.00 99.71
3.03 0.00 6.41 0.00 357 61.97
0.00 0.00 0.00 0.00 0.00 58.92
0.00 0.00 3.97 0.00 0.00 63.78
0.00 0.00 0.00 0.00 0.00 0.00
0.00 0.00 10.20 0.00 337 70.33
0.00 0.00 0.00 0.00 0.00 0.00
0.00 0.00 0.00 0.00 0.00 0.00
0.00 0.00 0.00 0.00 0.00 0.00
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“Hi Team, Let’s start this mee...! can you hear me?”

(1] - - : . - .
=& Snapshot ~ Tz Unified Communications (17/22) & Domain View # 2:50 PM CET

Enterprise> Unified Communications>

" Unified Communications

02/29/2024

1Hour(s) 4 ‘

Shift By
Hour 4

02/29/2024
3:50 PM CET

onla s, n|e[Ex

Failures Degraded MOS
Problems Dest
| &
- . u . . u . /\ - . . . u . - .
= All Voice and Video = All Voice and Video = Voice_UC All C | Jabber Signalling/Media = Jabber Signalling/Media
Media Monitor
Call Server Monitor
2% Failed Call Setup 125 k Transactions 28 % P 2 % 125 k Transactions 2% Failed Call Setup
2 k Completed Streams Dest 8 New Sessions Notification Center 8 New Sessions 0 Completed Streams Dest
Service Dependency
Degraded MOS Failures Degraded MOS Failures Degraded MOS
Problems Dest 4 4 Problems Dest Problems Dest 4
= Video Conferencing = UC Voice = UC Voice = All SIP = All SIP
0% Failed Call Setup 2% Failed Call Setup 125 k Transactions 124 k Transactions 2% Failed Call Setup
26 Completed Streams Dest 0 Completed Streams Dest 8 New Sessions 0 New Sessions 0 Completed Streams Dest
Degraded MOS Degraded MOS Failures Failures Degraded MOS
Problems Dest Problems Dest Problems Dest 4
~ MSP2 ~ MSP3 =~ MSP3 = SIP Trunk 01245 = SIP Trunk 01245




“Who can hear who? | can’t hea...”

Voice_UC All 2:50 PM CET 3:50 PM CET
Ll Streams: (») Summary Network Payload General Extremes

Status Start Time & Duration ME Name Src 1P Dest IP Codec IP MOS Deg Comp Deg Packet Loss Max Jitter End-to-end RT D¢ Source-to-monitc RTCP Packet Los:
0 02/29/2024 3:49:20 PM DC-Int:ISP Head End 192.168.105.105 10.60.6.83 G.711_A-law 0.00 0.00 2208.781 - - -

=

02/29/2024 3:47:15 PM DC-Int:ISP Head End 192.168.105.105 10.70.7.72 0 G.729/G.729B 0.00 0.00 357.218
02/29/2024 3:46:35 PM DC-Int:ISP Head End 192.168.105.105 10.240.0.1

'S
@

G.711_A-law 0.02 0.00 9525.250
02/29/2024 3:46:29 PM 00:00:32 DC-Int:ISP Head End 192.168.105.105 10.30.3.71 G.729/G.729B 0.00 0.00 210.343
02/29/2024 3:45:14 PM 00:00:35 DC-Int:ISP Head End 192.168.105.105 10.70.7.72 G.729/G.7298B 0.00 0.00 251.625
02/29/2024 3:45:09 PM 00:04:18 DC-Int:ISP Head End 192.168.105.105 10.60.6.87 G.711_A-law 0.00 0.00 6118.031
02/29/2024 3:45:04 PM 00:04:23 DC-Int:ISP Head End 192.168.105.105 10.60.6.87 G.711_A-law 0.02 0.05 497.531

02/29/2024 3:45:03 PM 00:04:17 DC-Int:ISP Head End 192.168.105.105 10.60.6.86 G.711_A-law 0.03 0.05 525.406

W L N O B W N

02/29/2024 3:45:01 PM 00:04:09 DC-Int:ISP Head End 192.168.105.105 10.60.6.88 G.711_A-law 0.04 0.28 724187

Y
o

02/29/2024 3:44:53 PM 00:04:11 DC-Int:ISP Head End 192.168.105.105 10.60.6.109 G.711_A-law 0.02 0.07 737.500

02/29/2024 3:44:41 PM 00:00:31 DC-Int:ISP Head End 192.168.105.105 10.30.3.71 G.729/G.729B 0.47 3.06 250.843

0
0
0
0
0
0
0
0
0

02/29/2024 3:43:22 PM 00:00:33 DC-Int:ISP Head End 192.168.105.105 10.20.2.74 G.729/G.729B 0.00 0.00 233.031

02/29/2024 3:42:16 PM 00:04:17 DC-Int:ISP Head End 192.168.105.105 10.240.0.1

'S
=)

G.711_A-law 0.12 0.67 6213.156
02/29/2024 3:41:46 PM 00:01:09 DC-Int:ISP Head End 192.168.105.105 10.20.2.74 G.729/G.729B 0.00 0.00 367.156
02/29/2024 3:40:52 PM 00:04:08 DC-Int:ISP Head End 192.168.105.105 10.60.6.97 G.711_A-law 0.12 522 425.875
02/29/2024 3:40:46 PM 00:04:14 DC-Int:ISP Head End 192.168.105.105 10.60.6.106 G.711_A-law 0.07 272 431.656
02/29/2024 3:40:45 PM 00:04:06 DC-Int:ISP Head End 192.168.105.105 10.60.6.104 G.711_A-law 0.00 0.00 491.562
02/29/2024 3:40:43 PM 00:04:20 DC-Int:ISP Head End 192.168.105.105 10.60.6.106 G.711_A-law 0.1 5.40 362.156
02/29/2024 3:40:34 PM 00:04:18 DC-Int:ISP Head End 192.168.105.105 10.60.6.70 G.711_A-law 0.06 0.16 329.156
02/29/2024 3:40:22 PM 00:00:29 DC-Int:ISP Head End 192.168.105.105 10.60.6.71 G.711_A-law 1.32 1.19 271.968
02/29/2024 3:40:20 PM 00:00:14 DC-Int:ISP Head End 192.168.105.105 10.60.6.75 G.711_A-law - - -
02/29/2024 3:40:20 PM 00:00:21 DC-Int:ISP Head End 192.168.105.105 10.60.6.106 G.711_A-law 289.687

02/29/2024 3:40:20 PM 00:00:42 DC-Int:ISP Head End 192.168.105.105 10.70.7.71 G.729/G.729B 586.031

o O o 0O o o 0o o o o o

02/29/2024 3:40:19 PM 00:00:01 DC-Int:ISP Head End 192.168.105.105 10.20.2.70 G.729/G.7298B =

02/29/2024 3:40:19 PM 00:01:51 DC-Int:ISP Head End 192.168.105.105 10.240.0.1

s
(=3

G.711_A-law . . 277.312
02/29/2024 3:40:16 PM 00:00:03 DC-Int:ISP Head End 192.168.105.105 10.240.0.1

'S
@

G.711_A-law -
02/29/2024 3:39:48 PM 00:00:16 DC-Int:ISP Head End 192.168.105.105 10.30.3.74

o

G.729/G.729B 158.312
02/29/2024 3:39:24 PM 00:00:55 DC-Int:ISP Head End 192.168.105.105 10.60.6.74

o

G.711_A-law 219.031

v
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“Who can hear who? | can’t hea...”

Voice_UC All

2:50 PM CET

Ll Streams: (») Summary Network Payload General

Status Start Time &
[x] 02/29/2024 3:49:20 PM
02/29/2024 3:47:15 PM

=

02/29/2024 3:46:35 PM
02/29/2024 3:46:29 PM
02/29/2024 3:45:14 PM
02/29/2024 3:45:09 PM
02/29/2024 3:45:04 PM
02/29/2024 3:45:03 PM

W L N O B W N

02/29/2024 3:45:01 PM

Y
o

02/29/2024 3:44:53 PM
02/29/2024 3:44:41 PM
02/29/2024 3:43:22 PM
02/29/2024 3:42:16 PM
02/29/2024 3:41:46 PM
02/29/2024 3:40:52 PM
02/29/2024 3:40:46 PM
02/29/2024 3:40:45 PM
02/29/2024 3:40:43 PM
02/29/2024 3:40:34 PM
02/29/2024 3:40:22 PM
02/29/2024 3:40:20 PM
02/29/2024 3:40:20 PM
02/29/2024 3:40:20 PM
02/29/2024 3:40:19 PM
02/29/2024 3:40:19 PM
02/29/2024 3:40:16 PM
02/29/2024 3:39:48 PM
02/29/2024 3:39:24 PM

ANAANAN A AAAAS PR

Page 1 ofi5 » pl

Duration

00:00:32
00:00:35
00:04:18
00:04:23
00:04:17
00:04:09
00:04:11
00:00:31
00:00:33
00:04:17
00:01:09
00:04:08
00:04:14
00:04:06
00:04:20
00:04:18
00:00:29
00:00:14
00:00:21
00:00:42
00:00:01
00:01:51
00:00:03
00:00:16
00:00:55

ABAOLCA

Extremes

ME Name
DC-Int:ISP Head End
DC-Int:ISP Head End
DC-Int:ISP Head End
DC-Int:ISP Head End
DC~
DC
DC
DC-Inuisr Heaa Ena
DC-Int:ISP Head End
DC-Int:ISP Head End
DC-Int:ISP Head End
DC-Int:ISP Head End
DC-Int:ISP Head End
DC-Int:ISP Head End
DC-Int:ISP Head End
DC-Int:ISP Head End
DC-Int:ISP Head End
DC-Int:ISP Head End
DC-Int:ISP Head End
DC-Int:ISP Head End
DC-Int:ISP Head End
DC-Int:ISP Head End
DC-Int:ISP Head End
DC-Int:ISP Head End
DC-Int:ISP Head End
DC-Int:ISP Head End
DC-Int:ISP Head End
DC-Int:ISP Head End

A LAl AD A Lk

3:50 PM CET

SrcIP
192.168.105.105
192.168.105.105
192.168.105.105
192.168.105.105

Single call deep dive

192.105.102.1U2
192.168.105.105
192.168.105.105
192.168.105.105
192.168.105.105
192.168.105.105
192.168.105.105
192.168.105.105
192.168.105.105
192.168.105.105
192.168.105.105
192.168.105.105
192.168.105.105
192.168.105.105
192.168.105.105
192.168.105.105
192.168.105.105
192.168.105.105
192.168.105.105
192.168.105.105
192.168.105.105

AnA Aro anc anr

10.60.6.83
10.70.7.72
10.240.0.1
10.30.3.71

1U.0U.0.50
10.60.6.88
10.60.6.109
10.30.3.71
10.20.2.74
10.240.0.1
10.20.2.74
10.60.6.97
10.60.6.106
10.60.6.104
10.60.6.106
10.60.6.70
10.60.6.71
10.60.6.75
10.60.6.106
10.70.7.71
10.20.2.70
10.240.0.1
10.240.0.1
10.30.3.74
10.60.6.74

PV

Ooooooooooog

o O &
@D O

>

Codec IP MOS Deg
G.711_A-law

Comp Deg

G.729/G.729B
S _A-law
G.729/G.729B
3.729B
\-law
\-law
Gor11_A-law
G.711_A-law
G.711_A-law
G.729/G.729B
G.729/G.729B
G.711_A-law
G.729/G.729B
G.711_A-law
G.711_A-law
G.711_A-law
G.711_A-law
G.711_A-law
G.711_A-law
G.711_A-law
G.711_A-law
G.729/G.729B
G.729/G.729B
G.711_A-law
G.711_A-law
G.729/G.729B
G.711_A-law

PN PP

Max Jitter
2208.781
357.218
9525.250
210.343
251.625
6118.031
497.531
525.406
724187
737.500
250.843
233.031
6213.156
367.156
425875
431.656
491.562
362.156
329.156
271.968
289.687
586.031

277.312
158.312
219.031

anc nen

End-to-end RT D¢

Source-to-monitc

RS =l

RTCP Packet Los:

v

Streams 1 - 50 of 201




“Who can hear who? | can’t hea...”

Voice _UC Al &, | o 5}

2:50 PM CET 3:50 PM CET

Ll Streams: (») Summary Network Payload General Extremes

Status Start Time & Duration ME Name Src 1P Codec IP MOS Deg Comp Deg Packe Max Jitter End-to-end RT D¢ Sougs€-to-monitc RTCP Packet Los:
0 02/29/2024 3:49:20 PM 192.168.105.105 10.60.6.83 G.711_A-law X 0.00 2208.781 - -

=

DC-Int:ISP Head End

W L N O B W N

Y
o

02/29/2024 3:47:15 PM
02/29/2024 3:46:35 PM
02/29/2024 3:46:29 PM
02/29/2024 3:45:14 PM
02/29/2024 3:45:09 PM
02/29/2024 3:45:04 PM
02/29/2024 3:45:03 PM
02/29/2024 3:45:01 PM
02/29/2024 3:44:53 PM
02/29/2024 3:44:41 PM
02/29/2024 3:43:22 PM
02/29/2024 3:42:16 PM
02/29/2024 3:41:46 PM
02/29/2024 3:40:52 PM
02/29/2024 3:40:46 PM
02/29/2024 3:40:45 PM
02/29/2024 3:40:43 PM
02/29/2024 3:40:34 PM
02/29/2024 3:40:22 PM
02/29/2024 3:40:20 PM
02/29/2024 3:40:20 PM
02/29/2024 3:40:20 PM
02/29/2024 3:40:19 PM
02/29/2024 3:40:19 PM
02/29/2024 3:40:16 PM
02/29/2024 3:39:48 PM
02/29/2024 3:39:24 PM

ANAANAN A AAAAS PR

of5 » »l

00:00:32
00:00:35
00:04:18
00:04:23
00:04:17
00:04:09
00:04:11
00:00:31
00:00:33
00:04:17
00:01:09
00:04:08
00:04:14
00:04:06
00:04:20
00:04:18
00:00:29
00:00:14
00:00:21
00:00:42
00:00:01
00:01:51
00:00:03
00:00:16
00:00:55

ABAOLCA

DC-Int:ISP Head End
DC-Int:ISP Head End
DC-Int:ISP Head End
DC~

DC

DC

DC-Inuisr Heaa Ena
DC-Int:ISP Head End
DC-Int:ISP Head End
DC-Int:ISP Head End
DC-Int:ISP Head End
DC-Int:ISP Head End
DC-Int:ISP Head End
DC-Int:ISP Head End
DC-Int:ISP Head End
DC-Int:ISP Head End
DC-Int:ISP Head End
DC-Int:ISP Head End
DC-Int:ISP Head End
DC-Int:ISP Head End
DC-Int:ISP Head End
DC-Int:ISP Head End
DC-Int:ISP Head End
DC-Int:ISP Head End
DC-Int:ISP Head End
DC-Int:ISP Head End
DC-Int:ISP Head End

A LAl AD A Lk

192.168.105.105
192.168.105.105
192.168.105.105

10.70.7.72
10.240.0.1
10.30.3.71

Single call deep dive

192.105.102.1U2
192.168.105.105
192.168.105.105
192.168.105.105
192.168.105.105
192.168.105.105
192.168.105.105
192.168.105.105
192.168.105.105
192.168.105.105
192.168.105.105
192.168.105.105
192.168.105.105
192.168.105.105
192.168.105.105
192.168.105.105
192.168.105.105
192.168.105.105
192.168.105.105
192.168.105.105
192.168.105.105

AnA Aro anc anr

1U.0U.0.50
10.60.6.88
10.60.6.109
10.30.3.71
10.20.2.74
10.240.0.1
10.20.2.74
10.60.6.97
10.60.6.106
10.60.6.104
10.60.6.106
10.60.6.70
10.60.6.71
10.60.6.75
10.60.6.106
10.70.7.71
10.20.2.70
10.240.0.1
10.240.0.1
10.30.3.74
10.60.6.74

PV

Ooooooooooog

o O &
@D O

>

G.729/G.729B
S _A-law
G.729/G.729B
3.729B
\-law
\-law
Gor11_A-law
G.711_A-law
G.711_A-law
G.729/G.729B
G.729/G.729B
G.711_A-law
G.729/G.729B
G.711_A-law
G.711_A-law
G.711_A-law
G.711_A-law
G.711_A-law
G.711_A-law
G.711_A-law
G.711_A-law
G.729/G.729B
G.729/G.729B
G.711_A-law
G.711_A-law
G.729/G.729B
G.711_A-law

PN PP

0.00 357.218
0.00 9525.250
0.00 210.342

No need to go to pcap

0.05 525.406
0.28 724187
0.07 737.500
3.06 250.843
0.00 233.031
0.67 6213.156
0.00 367.156
522 425.875
272 431.656
0.00 491.562
5.40 362.156
0.16 329.156
1.19 271.968
289.687
586.031

277.312
158.312
219.031

anc nen

Streams 1 - 50 of 201




“Who can hear who? | can’t hea...”

Ng 3 { )

P q

Lync/Skype All« 6:21 AM EDT 6:23 AM EDT

L 2l Call Details Summary IP Bearer Voice Payload Video Payload QoS Media Flags RT Delay

- Leg 1€) 192.168.44.64 (Lync San Jose) to €) 192.168.44.128 (Lync London)

Video Jitter: 86.500 ms Vi ster: 58 Video Jitter: §0.000 ms
Video Pkt Loss: 0.00 % Vi t Video Pkt Loss: §.39 % o
Voice Jitter: 33.343 \ Voice Jitter: 25.00

\oice Pkt Loss

102.152.4454 ; Voice Jit " . ver 3 102.168.44.128
Lync San Jose . : ' de Lync London

ser_1724428

Video Jitter: 104 000 ms Video : 7 ideo Jitt 28.03 user_

15-106:DataCenterifl 1S-77:Remote?7



“Who can hear who? | can’t hea...”

Voice_UC All 2:50 PM CET 3:50 PM CET
Ll Streams: (») Summary Network Payload General Extremes

Status Start Time & Duration ME Name Src 1P Dest IP Codec IP MOS Deg Comp Deg Packet Loss Max Jitter End-to-end RT D¢ Source-to-monitc RTCP Packet Los:
0 02/29/2024 3:49:20 PM DC-Int:ISP Head End 192.168.105.105 10.60.6.83 G.711_A-law 0.00 0.00 2208.781 - - -

=

02/29/2024 3:47:15 PM DC-Int:ISP Head End 192.168.105.105 10.70.7.72 0 G.729/G.729B 0.00 0.00 357.218
02/29/2024 3:46:35 PM DC-Int:ISP Head End 192.168.105.105 10.240.0.1

'S
@

G.711_A-law 0.02 0.00 9525.250
02/29/2024 3:46:29 PM 00:00:32 DC-Int:ISP Head End 192.168.105.105 10.30.3.71 G.729/G.729B 0.00 0.00 210.343
02/29/2024 3:45:14 PM 00:00:35 DC-Int:ISP Head End 192.168.105.105 10.70.7.72 G.729/G.7298B 0.00 0.00 251.625
02/29/2024 3:45:09 PM 00:04:18 DC-Int:ISP Head End 192.168.105.105 10.60.6.87 G.711_A-law 0.00 0.00 6118.031
02/29/2024 3:45:04 PM 00:04:23 DC-Int:ISP Head End 192.168.105.105 10.60.6.87 G.711_A-law 0.02 0.05 497.531

02/29/2024 3:45:03 PM 00:04:17 DC-Int:ISP Head End 192.168.105.105 10.60.6.86 G.711_A-law 0.03 0.05 525.406

W L N O B W N

02/29/2024 3:45:01 PM 00:04:09 DC-Int:ISP Head End 192.168.105.105 10.60.6.88 G.711_A-law 0.04 0.28 724187

Y
o

02/29/2024 3:44:53 PM 00:04:11 DC-Int:ISP Head End 192.168.105.105 10.60.6.109 G.711_A-law 0.02 0.07 737.500

02/29/2024 3:44:41 PM 00:00:31 DC-Int:ISP Head End 192.168.105.105 10.30.3.71 G.729/G.729B 0.47 3.06 250.843

0
0
0
0
0
0
0
0
0

02/29/2024 3:43:22 PM 00:00:33 DC-Int:ISP Head End 192.168.105.105 10.20.2.74 G.729/G.729B 0.00 0.00 233.031

02/29/2024 3:42:16 PM 00:04:17 DC-Int:ISP Head End 192.168.105.105 10.240.0.1

'S
=)

G.711_A-law 0.12 0.67 6213.156
02/29/2024 3:41:46 PM 00:01:09 DC-Int:ISP Head End 192.168.105.105 10.20.2.74 G.729/G.729B 0.00 0.00 367.156
02/29/2024 3:40:52 PM 00:04:08 DC-Int:ISP Head End 192.168.105.105 10.60.6.97 G.711_A-law 0.12 522 425.875
02/29/2024 3:40:46 PM 00:04:14 DC-Int:ISP Head End 192.168.105.105 10.60.6.106 G.711_A-law 0.07 272 431.656
02/29/2024 3:40:45 PM 00:04:06 DC-Int:ISP Head End 192.168.105.105 10.60.6.104 G.711_A-law 0.00 0.00 491.562
02/29/2024 3:40:43 PM 00:04:20 DC-Int:ISP Head End 192.168.105.105 10.60.6.106 G.711_A-law 0.1 5.40 362.156
02/29/2024 3:40:34 PM 00:04:18 DC-Int:ISP Head End 192.168.105.105 10.60.6.70 G.711_A-law 0.06 0.16 329.156
02/29/2024 3:40:22 PM 00:00:29 DC-Int:ISP Head End 192.168.105.105 10.60.6.71 G.711_A-law 1.32 1.19 271.968
02/29/2024 3:40:20 PM 00:00:14 DC-Int:ISP Head End 192.168.105.105 10.60.6.75 G.711_A-law - - -
02/29/2024 3:40:20 PM 00:00:21 DC-Int:ISP Head End 192.168.105.105 10.60.6.106 G.711_A-law 289.687

02/29/2024 3:40:20 PM 00:00:42 DC-Int:ISP Head End 192.168.105.105 10.70.7.71 G.729/G.729B 586.031

o O o 0O o o 0o o o o o

02/29/2024 3:40:19 PM 00:00:01 DC-Int:ISP Head End 192.168.105.105 10.20.2.70 G.729/G.7298B =

02/29/2024 3:40:19 PM 00:01:51 DC-Int:ISP Head End 192.168.105.105 10.240.0.1

s
(=3

G.711_A-law . . 277.312
02/29/2024 3:40:16 PM 00:00:03 DC-Int:ISP Head End 192.168.105.105 10.240.0.1

'S
@

G.711_A-law -
02/29/2024 3:39:48 PM 00:00:16 DC-Int:ISP Head End 192.168.105.105 10.30.3.74

o

G.729/G.729B 158.312
02/29/2024 3:39:24 PM 00:00:55 DC-Int:ISP Head End 192.168.105.105 10.60.6.74

o

G.711_A-law 219.031

v
ANAANAN A AAAAS PR ABAOLCA A LAl AD A Lk AnA Aro anc anr PPV APV

Page 1 of5 » p| Streams 1 - 50 of 201
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“Who can hear who? | can’t hea...”

Voice_UC All

2:50 PM CET

Ll Streams: (») Summary Network Payload General

Status Start Time &
[x] 02/29/2024 3:49:20 PM
02/29/2024 3:47:15 PM

=

02/29/2024 3:46:35 PM
02/29/2024 3:46:29 PM
02/29/2024 3:45:14 PM
02/29/2024 3:45:09 PM
02/29/2024 3:45:04 PM
02/29/2024 3:45:03 PM

W L N O B W N

02/29/2024 3:45:01 PM

Y
o

02/29/2024 3:44:53 PM
02/29/2024 3:44:41 PM
02/29/2024 3:43:22 PM
02/29/2024 3:42:16 PM
02/29/2024 3:41:46 PM
02/29/2024 3:40:52 PM
02/29/2024 3:40:46 PM
02/29/2024 3:40:45 PM
02/29/2024 3:40:43 PM
02/29/2024 3:40:34 PM
02/29/2024 3:40:22 PM
02/29/2024 3:40:20 PM
02/29/2024 3:40:20 PM
02/29/2024 3:40:20 PM
02/29/2024 3:40:19 PM
02/29/2024 3:40:19 PM
02/29/2024 3:40:16 PM
02/29/2024 3:39:48 PM
02/29/2024 3:39:24 PM

ANAANAN A AAAAS PR

Page 1 ofi5 » pl

Duration

00:00:32
00:00:35
00:04:18
00:04:23
00:04:17
00:04:09
00:04:11
00:00:31
00:00:33
00:04:17
00:01:09
00:04:08
00:04:14
00:04:06
00:04:20
00:04:18
00:00:29
00:00:14
00:00:21
00:00:42
00:00:01
00:01:51
00:00:03
00:00:16
00:00:55

ABAOLCA

Extremes

ME Name
DC-Int:ISP Head End
DC-Int:ISP Head End
DC-Int:ISP Head End
DC-Int:ISP Head End
DC~
DC
DC
DC-Inuisr Heaa Ena
DC-Int:ISP Head End
DC-Int:ISP Head End
DC-Int:ISP Head End
DC-Int:ISP Head End
DC-Int:ISP Head End
DC-Int:ISP Head End
DC-Int:ISP Head End
DC-Int:ISP Head End
DC-Int:ISP Head End
DC-Int:ISP Head End
DC-Int:ISP Head End
DC-Int:ISP Head End
DC-Int:ISP Head End
DC-Int:ISP Head End
DC-Int:ISP Head End
DC-Int:ISP Head End
DC-Int:ISP Head End
DC-Int:ISP Head End
DC-Int:ISP Head End
DC-Int:ISP Head End

A LAl AD A Lk

3:50 PM CET

SrcIP
192.168.105.105
192.168.105.105
192.168.105.105
192.168.105.105

Single call deep dive

192.105.102.1U2
192.168.105.105
192.168.105.105
192.168.105.105
192.168.105.105
192.168.105.105
192.168.105.105
192.168.105.105
192.168.105.105
192.168.105.105
192.168.105.105
192.168.105.105
192.168.105.105
192.168.105.105
192.168.105.105
192.168.105.105
192.168.105.105
192.168.105.105
192.168.105.105
192.168.105.105
192.168.105.105

AnA Aro anc anr

10.60.6.83
10.70.7.72
10.240.0.1
10.30.3.71

1U.0U.0.50
10.60.6.88
10.60.6.109
10.30.3.71
10.20.2.74
10.240.0.1
10.20.2.74
10.60.6.97
10.60.6.106
10.60.6.104
10.60.6.106
10.60.6.70
10.60.6.71
10.60.6.75
10.60.6.106
10.70.7.71
10.20.2.70
10.240.0.1
10.240.0.1
10.30.3.74
10.60.6.74

PV

Ooooooooooog

o O &
@D O

>

Codec IP MOS Deg
G.711_A-law

Comp Deg

G.729/G.729B
S _A-law
G.729/G.729B
3.729B
\-law
\-law
Gor11_A-law
G.711_A-law
G.711_A-law
G.729/G.729B
G.729/G.729B
G.711_A-law
G.729/G.729B
G.711_A-law
G.711_A-law
G.711_A-law
G.711_A-law
G.711_A-law
G.711_A-law
G.711_A-law
G.711_A-law
G.729/G.729B
G.729/G.729B
G.711_A-law
G.711_A-law
G.729/G.729B
G.711_A-law

PN PP

Max Jitter
2208.781
357.218
9525.250
210.343
251.625
6118.031
497.531
525.406
724187
737.500
250.843
233.031
6213.156
367.156
425875
431.656
491.562
362.156
329.156
271.968
289.687
586.031

277.312
158.312
219.031

anc nen

End-to-end RT D¢

Source-to-monitc

RS =l

RTCP Packet Los:

v

Streams 1 - 50 of 201




“Who can hear who? | can’t hea...”

Voice _UC Al &, | o 5}

2:50 PM CET 3:50 PM CET

Ll Streams: (») Summary Network Payload General Extremes

Status Start Time & Duration ME Name Src 1P Codec IP MOS Deg Comp Deg Packe Max Jitter End-to-end RT D¢ Sougs€-to-monitc RTCP Packet Los:
0 02/29/2024 3:49:20 PM 192.168.105.105 10.60.6.83 G.711_A-law X 0.00 2208.781 - -

=

DC-Int:ISP Head End

W L N O B W N

Y
o

02/29/2024 3:47:15 PM
02/29/2024 3:46:35 PM
02/29/2024 3:46:29 PM
02/29/2024 3:45:14 PM
02/29/2024 3:45:09 PM
02/29/2024 3:45:04 PM
02/29/2024 3:45:03 PM
02/29/2024 3:45:01 PM
02/29/2024 3:44:53 PM
02/29/2024 3:44:41 PM
02/29/2024 3:43:22 PM
02/29/2024 3:42:16 PM
02/29/2024 3:41:46 PM
02/29/2024 3:40:52 PM
02/29/2024 3:40:46 PM
02/29/2024 3:40:45 PM
02/29/2024 3:40:43 PM
02/29/2024 3:40:34 PM
02/29/2024 3:40:22 PM
02/29/2024 3:40:20 PM
02/29/2024 3:40:20 PM
02/29/2024 3:40:20 PM
02/29/2024 3:40:19 PM
02/29/2024 3:40:19 PM
02/29/2024 3:40:16 PM
02/29/2024 3:39:48 PM
02/29/2024 3:39:24 PM

ANAANAN A AAAAS PR

of5 » »l

00:00:32
00:00:35
00:04:18
00:04:23
00:04:17
00:04:09
00:04:11
00:00:31
00:00:33
00:04:17
00:01:09
00:04:08
00:04:14
00:04:06
00:04:20
00:04:18
00:00:29
00:00:14
00:00:21
00:00:42
00:00:01
00:01:51
00:00:03
00:00:16
00:00:55

ABAOLCA

DC-Int:ISP Head End
DC-Int:ISP Head End
DC-Int:ISP Head End
DC~

DC

DC

DC-Inuisr Heaa Ena
DC-Int:ISP Head End
DC-Int:ISP Head End
DC-Int:ISP Head End
DC-Int:ISP Head End
DC-Int:ISP Head End
DC-Int:ISP Head End
DC-Int:ISP Head End
DC-Int:ISP Head End
DC-Int:ISP Head End
DC-Int:ISP Head End
DC-Int:ISP Head End
DC-Int:ISP Head End
DC-Int:ISP Head End
DC-Int:ISP Head End
DC-Int:ISP Head End
DC-Int:ISP Head End
DC-Int:ISP Head End
DC-Int:ISP Head End
DC-Int:ISP Head End
DC-Int:ISP Head End

A LAl AD A Lk

192.168.105.105
192.168.105.105
192.168.105.105

10.70.7.72
10.240.0.1
10.30.3.71

Single call deep dive

192.105.102.1U2
192.168.105.105
192.168.105.105
192.168.105.105
192.168.105.105
192.168.105.105
192.168.105.105
192.168.105.105
192.168.105.105
192.168.105.105
192.168.105.105
192.168.105.105
192.168.105.105
192.168.105.105
192.168.105.105
192.168.105.105
192.168.105.105
192.168.105.105
192.168.105.105
192.168.105.105
192.168.105.105

AnA Aro anc anr

1U.0U.0.50
10.60.6.88
10.60.6.109
10.30.3.71
10.20.2.74
10.240.0.1
10.20.2.74
10.60.6.97
10.60.6.106
10.60.6.104
10.60.6.106
10.60.6.70
10.60.6.71
10.60.6.75
10.60.6.106
10.70.7.71
10.20.2.70
10.240.0.1
10.240.0.1
10.30.3.74
10.60.6.74

PV

Ooooooooooog

o O &
@D O

>

G.729/G.729B
S _A-law
G.729/G.729B
3.729B
\-law
\-law
Gor11_A-law
G.711_A-law
G.711_A-law
G.729/G.729B
G.729/G.729B
G.711_A-law
G.729/G.729B
G.711_A-law
G.711_A-law
G.711_A-law
G.711_A-law
G.711_A-law
G.711_A-law
G.711_A-law
G.711_A-law
G.729/G.729B
G.729/G.729B
G.711_A-law
G.711_A-law
G.729/G.729B
G.711_A-law

PN PP

0.00 357.218
0.00 9525.250
0.00 210.342

No need to go to pcap

0.05 525.406
0.28 724187
0.07 737.500
3.06 250.843
0.00 233.031
0.67 6213.156
0.00 367.156
522 425.875
272 431.656
0.00 491.562
5.40 362.156
0.16 329.156
1.19 271.968
289.687
586.031

277.312
158.312
219.031

anc nen

Streams 1 - 50 of 201




“Who can hear who? | can’t hea...”

Voice_UC All 2:50 PM CET 3:50 PM CET
Ll Streams: (») Summary Network Payload General Extremes

Status Start Time & Duration ME Name Src 1P Dest IP Codec IP MOS Deg Comp Deg Packet Loss Max Jitter End-to-end RT D¢ Source-to-monitc RTCP Packet Los:
0 02/29/2024 3:49:20 PM DC-Int:ISP Head End 192.168.105.105 10.60.6.83 G.711_A-law 0.00 0.00 2208.781 - - -

=

02/29/2024 3:47:15 PM DC-Int:ISP Head End 192.168.105.105 10.70.7.72 0 G.729/G.729B 0.00 0.00 357.218
02/29/2024 3:46:35 PM DC-Int:ISP Head End 192.168.105.105 10.240.0.1

'S
@

G.711_A-law 0.02 0.00 9525.250
02/29/2024 3:46:29 PM 00:00:32 DC-Int:ISP Head End 192.168.105.105 10.30.3.71 G.729/G.729B 0.00 0.00 210.343
02/29/2024 3:45:14 PM 00:00:35 DC-Int:ISP Head End 192.168.105.105 10.70.7.72 G.729/G.7298B 0.00 0.00 251.625
02/29/2024 3:45:09 PM 00:04:18 DC-Int:ISP Head End 192.168.105.105 10.60.6.87 G.711_A-law 0.00 0.00 6118.031
02/29/2024 3:45:04 PM 00:04:23 DC-Int:ISP Head End 192.168.105.105 10.60.6.87 G.711_A-law 0.02 0.05 497.531

02/29/2024 3:45:03 PM 00:04:17 DC-Int:ISP Head End 192.168.105.105 10.60.6.86 G.711_A-law 0.03 0.05 525.406

W L N O B W N

02/29/2024 3:45:01 PM 00:04:09 DC-Int:ISP Head End 192.168.105.105 10.60.6.88 G.711_A-law 0.04 0.28 724187

Y
o

02/29/2024 3:44:53 PM 00:04:11 DC-Int:ISP Head End 192.168.105.105 10.60.6.109 G.711_A-law 0.02 0.07 737.500

02/29/2024 3:44:41 PM 00:00:31 DC-Int:ISP Head End 192.168.105.105 10.30.3.71 G.729/G.729B 0.47 3.06 250.843

0
0
0
0
0
0
0
0
0

02/29/2024 3:43:22 PM 00:00:33 DC-Int:ISP Head End 192.168.105.105 10.20.2.74 G.729/G.729B 0.00 0.00 233.031

02/29/2024 3:42:16 PM 00:04:17 DC-Int:ISP Head End 192.168.105.105 10.240.0.1

'S
=)

G.711_A-law 0.12 0.67 6213.156
02/29/2024 3:41:46 PM 00:01:09 DC-Int:ISP Head End 192.168.105.105 10.20.2.74 G.729/G.729B 0.00 0.00 367.156
02/29/2024 3:40:52 PM 00:04:08 DC-Int:ISP Head End 192.168.105.105 10.60.6.97 G.711_A-law 0.12 522 425.875
02/29/2024 3:40:46 PM 00:04:14 DC-Int:ISP Head End 192.168.105.105 10.60.6.106 G.711_A-law 0.07 272 431.656
02/29/2024 3:40:45 PM 00:04:06 DC-Int:ISP Head End 192.168.105.105 10.60.6.104 G.711_A-law 0.00 0.00 491.562
02/29/2024 3:40:43 PM 00:04:20 DC-Int:ISP Head End 192.168.105.105 10.60.6.106 G.711_A-law 0.1 5.40 362.156
02/29/2024 3:40:34 PM 00:04:18 DC-Int:ISP Head End 192.168.105.105 10.60.6.70 G.711_A-law 0.06 0.16 329.156
02/29/2024 3:40:22 PM 00:00:29 DC-Int:ISP Head End 192.168.105.105 10.60.6.71 G.711_A-law 1.32 1.19 271.968
02/29/2024 3:40:20 PM 00:00:14 DC-Int:ISP Head End 192.168.105.105 10.60.6.75 G.711_A-law - - -
02/29/2024 3:40:20 PM 00:00:21 DC-Int:ISP Head End 192.168.105.105 10.60.6.106 G.711_A-law 289.687

02/29/2024 3:40:20 PM 00:00:42 DC-Int:ISP Head End 192.168.105.105 10.70.7.71 G.729/G.729B 586.031

o O o 0O o o 0o o o o o

02/29/2024 3:40:19 PM 00:00:01 DC-Int:ISP Head End 192.168.105.105 10.20.2.70 G.729/G.7298B =

02/29/2024 3:40:19 PM 00:01:51 DC-Int:ISP Head End 192.168.105.105 10.240.0.1

s
(=3

G.711_A-law . . 277.312
02/29/2024 3:40:16 PM 00:00:03 DC-Int:ISP Head End 192.168.105.105 10.240.0.1

'S
@

G.711_A-law -
02/29/2024 3:39:48 PM 00:00:16 DC-Int:ISP Head End 192.168.105.105 10.30.3.74

o

G.729/G.729B 158.312
02/29/2024 3:39:24 PM 00:00:55 DC-Int:ISP Head End 192.168.105.105 10.60.6.74

o

G.711_A-law 219.031

v
ANAANAN A AAAAS PR ABAOLCA A LAl AD A Lk AnA Aro anc anr PPV APV
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“Who can hear who? | can’t hea...”

Voice_UC All

2:50 PM CET

Ll Streams: (») Summary Network Payload General

Status Start Time &
[x] 02/29/2024 3:49:20 PM
02/29/2024 3:47:15 PM

=

02/29/2024 3:46:35 PM
02/29/2024 3:46:29 PM
02/29/2024 3:45:14 PM
02/29/2024 3:45:09 PM
02/29/2024 3:45:04 PM
02/29/2024 3:45:03 PM

W L N O B W N

02/29/2024 3:45:01 PM

Y
o

02/29/2024 3:44:53 PM
02/29/2024 3:44:41 PM
02/29/2024 3:43:22 PM
02/29/2024 3:42:16 PM
02/29/2024 3:41:46 PM
02/29/2024 3:40:52 PM
02/29/2024 3:40:46 PM
02/29/2024 3:40:45 PM
02/29/2024 3:40:43 PM
02/29/2024 3:40:34 PM
02/29/2024 3:40:22 PM
02/29/2024 3:40:20 PM
02/29/2024 3:40:20 PM
02/29/2024 3:40:20 PM
02/29/2024 3:40:19 PM
02/29/2024 3:40:19 PM
02/29/2024 3:40:16 PM
02/29/2024 3:39:48 PM
02/29/2024 3:39:24 PM

ANAANAN A AAAAS PR

Page 1 ofi5 » pl

Duration

00:00:32
00:00:35
00:04:18
00:04:23
00:04:17
00:04:09
00:04:11
00:00:31
00:00:33
00:04:17
00:01:09
00:04:08
00:04:14
00:04:06
00:04:20
00:04:18
00:00:29
00:00:14
00:00:21
00:00:42
00:00:01
00:01:51
00:00:03
00:00:16
00:00:55

ABAOLCA

Extremes

ME Name
DC-Int:ISP Head End
DC-Int:ISP Head End
DC-Int:ISP Head End
DC-Int:ISP Head End
DC~
DC
DC
DC-Inuisr Heaa Ena
DC-Int:ISP Head End
DC-Int:ISP Head End
DC-Int:ISP Head End
DC-Int:ISP Head End
DC-Int:ISP Head End
DC-Int:ISP Head End
DC-Int:ISP Head End
DC-Int:ISP Head End
DC-Int:ISP Head End
DC-Int:ISP Head End
DC-Int:ISP Head End
DC-Int:ISP Head End
DC-Int:ISP Head End
DC-Int:ISP Head End
DC-Int:ISP Head End
DC-Int:ISP Head End
DC-Int:ISP Head End
DC-Int:ISP Head End
DC-Int:ISP Head End
DC-Int:ISP Head End

A LAl AD A Lk

3:50 PM CET

SrcIP
192.168.105.105
192.168.105.105
192.168.105.105
192.168.105.105

Single call deep dive

192.105.102.1U2
192.168.105.105
192.168.105.105
192.168.105.105
192.168.105.105
192.168.105.105
192.168.105.105
192.168.105.105
192.168.105.105
192.168.105.105
192.168.105.105
192.168.105.105
192.168.105.105
192.168.105.105
192.168.105.105
192.168.105.105
192.168.105.105
192.168.105.105
192.168.105.105
192.168.105.105
192.168.105.105

AnA Aro anc anr

10.60.6.83
10.70.7.72
10.240.0.1
10.30.3.71

1U.0U.0.50
10.60.6.88
10.60.6.109
10.30.3.71
10.20.2.74
10.240.0.1
10.20.2.74
10.60.6.97
10.60.6.106
10.60.6.104
10.60.6.106
10.60.6.70
10.60.6.71
10.60.6.75
10.60.6.106
10.70.7.71
10.20.2.70
10.240.0.1
10.240.0.1
10.30.3.74
10.60.6.74

PV

Ooooooooooog

o O &
@D O

>

Codec IP MOS Deg
G.711_A-law

Comp Deg

G.729/G.729B
S _A-law
G.729/G.729B
3.729B
\-law
\-law
Gor11_A-law
G.711_A-law
G.711_A-law
G.729/G.729B
G.729/G.729B
G.711_A-law
G.729/G.729B
G.711_A-law
G.711_A-law
G.711_A-law
G.711_A-law
G.711_A-law
G.711_A-law
G.711_A-law
G.711_A-law
G.729/G.729B
G.729/G.729B
G.711_A-law
G.711_A-law
G.729/G.729B
G.711_A-law

PN PP

Max Jitter
2208.781
357.218
9525.250
210.343
251.625
6118.031
497.531
525.406
724187
737.500
250.843
233.031
6213.156
367.156
425875
431.656
491.562
362.156
329.156
271.968
289.687
586.031

277.312
158.312
219.031

anc nen

End-to-end RT D¢

Source-to-monitc

RS =l

RTCP Packet Los:

v

Streams 1 - 50 of 201




“Who can hear who? | can’t hea...”

Voice _UC Al &, | o 5}

2:50 PM CET 3:50 PM CET

Ll Streams: (») Summary Network Payload General Extremes

Status Start Time & Duration ME Name Src 1P Codec IP MOS Deg Comp Deg Packe Max Jitter End-to-end RT D¢ Sougs€-to-monitc RTCP Packet Los:
0 02/29/2024 3:49:20 PM 192.168.105.105 10.60.6.83 G.711_A-law X 0.00 2208.781 - -

=

DC-Int:ISP Head End

W L N O B W N

Y
o

02/29/2024 3:47:15 PM
02/29/2024 3:46:35 PM
02/29/2024 3:46:29 PM
02/29/2024 3:45:14 PM
02/29/2024 3:45:09 PM
02/29/2024 3:45:04 PM
02/29/2024 3:45:03 PM
02/29/2024 3:45:01 PM
02/29/2024 3:44:53 PM
02/29/2024 3:44:41 PM
02/29/2024 3:43:22 PM
02/29/2024 3:42:16 PM
02/29/2024 3:41:46 PM
02/29/2024 3:40:52 PM
02/29/2024 3:40:46 PM
02/29/2024 3:40:45 PM
02/29/2024 3:40:43 PM
02/29/2024 3:40:34 PM
02/29/2024 3:40:22 PM
02/29/2024 3:40:20 PM
02/29/2024 3:40:20 PM
02/29/2024 3:40:20 PM
02/29/2024 3:40:19 PM
02/29/2024 3:40:19 PM
02/29/2024 3:40:16 PM
02/29/2024 3:39:48 PM
02/29/2024 3:39:24 PM

ANAANAN A AAAAS PR

of5 » »l

00:00:32
00:00:35
00:04:18
00:04:23
00:04:17
00:04:09
00:04:11
00:00:31
00:00:33
00:04:17
00:01:09
00:04:08
00:04:14
00:04:06
00:04:20
00:04:18
00:00:29
00:00:14
00:00:21
00:00:42
00:00:01
00:01:51
00:00:03
00:00:16
00:00:55

ABAOLCA

DC-Int:ISP Head End
DC-Int:ISP Head End
DC-Int:ISP Head End
DC~

DC

DC

DC-Inuisr Heaa Ena
DC-Int:ISP Head End
DC-Int:ISP Head End
DC-Int:ISP Head End
DC-Int:ISP Head End
DC-Int:ISP Head End
DC-Int:ISP Head End
DC-Int:ISP Head End
DC-Int:ISP Head End
DC-Int:ISP Head End
DC-Int:ISP Head End
DC-Int:ISP Head End
DC-Int:ISP Head End
DC-Int:ISP Head End
DC-Int:ISP Head End
DC-Int:ISP Head End
DC-Int:ISP Head End
DC-Int:ISP Head End
DC-Int:ISP Head End
DC-Int:ISP Head End
DC-Int:ISP Head End

A LAl AD A Lk

192.168.105.105
192.168.105.105
192.168.105.105

10.70.7.72
10.240.0.1
10.30.3.71

Single call deep dive

192.105.102.1U2
192.168.105.105
192.168.105.105
192.168.105.105
192.168.105.105
192.168.105.105
192.168.105.105
192.168.105.105
192.168.105.105
192.168.105.105
192.168.105.105
192.168.105.105
192.168.105.105
192.168.105.105
192.168.105.105
192.168.105.105
192.168.105.105
192.168.105.105
192.168.105.105
192.168.105.105
192.168.105.105

AnA Aro anc anr

1U.0U.0.50
10.60.6.88
10.60.6.109
10.30.3.71
10.20.2.74
10.240.0.1
10.20.2.74
10.60.6.97
10.60.6.106
10.60.6.104
10.60.6.106
10.60.6.70
10.60.6.71
10.60.6.75
10.60.6.106
10.70.7.71
10.20.2.70
10.240.0.1
10.240.0.1
10.30.3.74
10.60.6.74

PV

Ooooooooooog
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G.729/G.729B
S _A-law
G.729/G.729B
3.729B
\-law
\-law
Gor11_A-law
G.711_A-law
G.711_A-law
G.729/G.729B
G.729/G.729B
G.711_A-law
G.729/G.729B
G.711_A-law
G.711_A-law
G.711_A-law
G.711_A-law
G.711_A-law
G.711_A-law
G.711_A-law
G.711_A-law
G.729/G.729B
G.729/G.729B
G.711_A-law
G.711_A-law
G.729/G.729B
G.711_A-law

PN PP

0.00 357.218
0.00 9525.250
0.00 210.342

No need to go to pcap

0.05 525.406
0.28 724187
0.07 737.500
3.06 250.843
0.00 233.031
0.67 6213.156
0.00 367.156
522 425.875
272 431.656
0.00 491.562
5.40 362.156
0.16 329.156
1.19 271.968
289.687
586.031

277.312
158.312
219.031

anc nen

Streams 1 - 50 of 201




“Who can hear who? | can’t hea...”

Ng 3 { )

P q

Lync/Skype All« 6:21 AM EDT 6:23 AM EDT

L 2l Call Details Summary IP Bearer Voice Payload Video Payload QoS Media Flags RT Delay

- Leg 1€) 192.168.44.64 (Lync San Jose) to €) 192.168.44.128 (Lync London)

Video Jitter: 86.500 ms Vi ster: 58 Video Jitter: §0.000 ms
Video Pkt Loss: 0.00 % Vi t Video Pkt Loss: §.39 % o
Voice Jitter: 33.343 \ Voice Jitter: 25.00

\oice Pkt Loss

102.152.4454 ; Voice Jit " . ver 3 102.168.44.128
Lync San Jose . : ' de Lync London

ser_1724428

Video Jitter: 104 000 ms Video : 7 ideo Jitt 28.03 user_

15-106:DataCenterifl 1S-77:Remote?7



Use case: Network visibility
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Service dependency

- . 02/29/2024 Shift By
2% Snapshot ~ %z Service Tests(8/8) ~ @ Domain View ~ %) e 1 Hourfs) 4 ‘ -

02/29/2024
4:55 PM CET

o nla s, nleEx
Enterprise> Edge Monitoring> Service Tests>

'@ . Service Tests

Degraded MOS
‘ Problems Dest

Edge Monitoring

Failures Failures

Degraded MOS
Problems Dest

= Microsoft Teams = Microsoft Teams Media

- - - . - - . - -~
= Microsoft Teams N + Cisco Webex i) = Cisco Webex Media 24
Media Monitor . . .
2 4K
Call Server Monitor
-
£ / 2 0 Transactions 25 % 0 Notification Center 15 k Transactions 0% Failed Call Setup
a 0 New Sessions 1 2 k New Sessions 204 Completed Streams Dest
0 r 0 _
4:00 PM 430 PM Service Dependency
. Failures > Degraded MOS N/ Failures N Degraded MOS N
—— %Failures  — Transactions  — New Sessions Problems Dest Problems Dest
= Cisco Webex Media = ServiceNow @ @ Office365 36 [
0 Transactions 30 Transactions 9 k Transactions
0 New Sessions 0 New Sessions

Failures
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Failures
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ervice Visibility without Borders

nGenius A & Service C Service Dependency X Service Dashboard X

| 4/15/17 10:45:00 AM EDT - 4/15/17 11:45:00 AM EDT |: Last Hour

4 Critical Errors «, Failed Transactions :;, Retransmissions

A 2681
« 2502%
=20 -, o0

192.168.10.11
Citrix LDAP

Map loaded
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ervice Visibility without Borders

nGenius A & Service C Service Dependency X Service Dashboard X

| 4/15/17 10:45:00 AM EDT - 4/15/17 11:45:00 AM EDT |: Last Hour

4 Critical Errors «, Failed Transactions :;, Retransmissions

A 2681
«, 25.02%
P - o

192.168.10.11
Citrix LDAP

Map loaded
COPYRIGHT © 2024 NETSCUU Y




Service Visibility without Borders

nGenius g}o & Service Configuration ¥ * Service Dependency X Service Dashboard ¥

Global Applicat-2
| 4/15/17 10:45:00 AM EDT - 4/15/17 11:45:00 AM EDT |: Last Hour v

4 Critical Errors «, Failed Transactions 3, Retransmissions &)

-Critical Errors
-Failed Transaction %
-Retransmissions

-Total Requests
-Transaction Rate
-New Sessions

-Average Response Time
-Slow Response %
-Timeouts

Map loaded
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Service Visibility without Borders

nGenius g}o A & Service Configuration X * Service Dependency X Service Dashboard X

Global Applicat-2
| 4/15/17 10:45:00 AM EDT - 4/15/17 11:45:00 AM EDT |: Last Hour v <>

4 Critical Errors «, Failed Transactions etransmissions &

Los Anngeles
Region (AWS)

\ ‘_ {,

Amsterdam New York | Bostoln D(f e
ColLo Region (Oracle) =
(On prem) (AWS)

Map loaded
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Service Visibility without Borders

nGenius g}o A & Service Configuration X * Service Dependency X Service Dashboard X

Global Applicat-2

| 4/15/17 10:45:00 AM EDT - 4/15/17 11:45:00 AM EDT |: Last Hour - |<|»]

4 Critical Errors «, Failed Transactions

Los Anngeles
Region (AWS)

B
i’
i e a

[

y

Amsterdam New York . Bostoln D(f e
ColLo Region (Oracle) =
(On prem) (AWS)

Map loaded
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Dependency Map Perspectives

03/23/17
09:40 AM PDT 1Hour(s) <

A 2681
€, 25.02%

-

e .L.’_ 0

192.168.10.11
Citrix LDAP

-Critical Errors
-Failed Transaction %
-Retransmissions
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Shift By 03/23/117
05 Minutes 4 10:40 AM PDT

w 13472
3.74

-

=A™ o 6736

192.168.10.11
Citrix LDAP

-Total Requests
-Transaction Rate
-New Sessions

Latency

192.168.10.11 Server

Citrix LDAP Load
N/ Failures

-Average Response Time
-Slow Response %
-Timeouts
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ervice Dependency Ma

)
“ MT SP All - ao ao ao ao N

«, 62.16% +, 100% «, 51.85% « 100% « 0.92%

R R I - I

Universal Monitor

Seattle Users Singapore Users London Users San Jose Users New York Users SharePoint-Quer...
SharePoint-HTTP SharePoint-HTTP SharePoint-HTTP SharePoint-HTTP SharePoint-HTTP SharePoint-MSSQ...
39% Alert Browser
Eailures I Semice Dependency

1S-18:if3-Data Center

Seattle Users— SharePointSrv(G)
[SharePoint-HTTP]

Critical Errors=0

Failed Transactions=0%

Transaction Rate=0.21 SharePoint...

New Sessions= SharePoint-HTTP  []
Average Response Time=83 ms

Slow-Response:

Timeouts=90

SharePoint-Craw...
SharePoint-SMB [

A0
« 0.24%
« 0

=

SharePoint-SQL
SharePoint-MSSQ.. [

E A 1164
« 14.82%
e
ActiveDirectory
KERBEROS_TCF.SM.
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AD
« 0.24%
)
192.168.0.0

SharePoint-MSSQ...

Users

Web Tier

Application Tier

Database Tier

Service Enablers



Time Zone: PDT

Identify Changes .

Last 12 Hours 03/16/2017

Today 12:00 AM

Last 24 Hours End

Yesterday 03/23/2017

! NI4T Shift By NI 14T R 12:00 AM

/ 10:45 AMPDT 1Hour(s) 05 Minutes 4 11:45 AM PDT

L+

b i b o
€ 0% « 0% € 0% « 0%

S50 Ton 0 Toon 0 T 0

192.168.0.0 CGO 192.168.209.118 192.168.143.162
LDAP1,LDAP2 LDAP1,LDAP2 LDAP1,LDAP2 LDAP2

[T |

0

i Y ¢

AO A0 A0

+, 0% - +, 0% - +, 0% -

.~ u u 3 wd

2 d
192.168.38.201 192.168.39.150 192.168.175.200 192.168.175.201

0 \"J> > 0 (Lo - 0
LDAP1,LDAP2 LDAP1 LDAP1,LDAP2 LDAP1,LDAP2 D)

l e e
p— 2
Newly Discovered Nodes Are Shown With Thick Dark Border
Nodes that are no longer available are shown as ghost icons

0%
0

(Lo )




Active Monitoring

End client simulation/Synthetic testing
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Enterprise-wide Service Visibility

<
@ e (7
-0 N - O
= 'S ¢ & & &£
7 ®) (\\o & e)
> ) N & o @
= & o O & o £
= o & X : & o
5 SR o S ;
¥ S & 2 f o
X AN
N S £
< N < ~ Q- @0
. . @ W Qv- \E\ < Sl o $
Business Services = S &F§ & & &
NAME STATUS D= y & Q9 o &

Office365
Amazon AWS

ADP Workforce
Cisco WebEx
Salesforce
Microsoft Exchange
NetSuite

Cloudflare

E BB EEEERN Overall Status
EEEEEEER
EEEEEENER
EEEEEEER
EEEEEEER
E B EEEEER
E B EEEEER
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Enterprise-wide Service Visibility

,\(,.Q’ ‘\OQ' -\OQ/
j & & & »L\\QQ S
» S < S <& o <
3 ':( ol(Q .CJQ' ‘QO OQ & 0<°
n & O Q}Q} & &
= ¥ N & & & &£
Business Services 9 sy & oc\? 5\@ ,D\‘\Q S S
NAME saus y 8 @B Y € Q& & & [,
" ko)
office365 | E B EENER °
B
Amazon AWS [ HE BB EBEBNE- Q
o
(]
ADP Workforce [} HE B EERER @ o) ®®
o ]
Cisco WebEx [} B BB R E B ® (©) (5} @ e° .' . °
® o8
Salesforce [ E B EEENR GQ ® o GO
Microsoft Exchange [Jjj B BB R R B .. ® © ®6
NetSuite i E R EEERN b
Cloudflare [ HE BB EEN . °
e o) [°] ®
® O]
(] o
o
- O)

SaaS, UC&C, Business Applications, Network Services and Infrastructure Performance
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nPoint Test Catalog

Business Transaction Tests Applications and Services
SEER] Applications
* Microsoft 365 Suite « Web URL
« SFDC  VoIP
» Port Availability
UCaaS
* Microsoft Teams Network Services
» Cisco Webex « DNS
« Zoom - DHCP
« TFTP
Auth Services - FTP
* Microsoft SSO * Multicast
* SAML - Okta, OnelLogin, etc.
« PKI/CAC

Custom tests can be created to perform almost any type

of measurement for any application.
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Network Performance
Latency

« |ICMP and TCP

« Wi-Fi latency

Bandwidth

* iPerf
 Fast.com

« Speedtest.net

Quality
e Loss

Latency
Jitter



Application Experience

Measure reliability of access to applications and key user actions

Synthetic Tests
e Web Tests

— Basic URL test, measures latency to the application

Business Transaction Tests

« Business Transaction Tests
— Emulates key user actions within a business application
— Customizable for any web application

— Measure step time from Login to Logout

Examples
. . . Best: 11.56s Average: 22.62s Worst: 45.58s A
* Internal and SaaS business applications

» Collaboration: Office 365, OneDrive, Google Suite

*  Web sites, E-commerce, Customer-facing portals

wn
o

Response
Time (s)

|

o

10:50 AM 10:55 AM 11:00 AM 11:05 AM

® UserLogin @ Outlook @ OneDrive Word
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Application Experience

Measure reliability of access to applications and key user actions

Synthetic Tests
« Web Tests

— Basic URL test, measures latency to the application

* Business Transaction Tests
— Emulates key user actions within a business application
— Customizable for any web application

— Measure step time from Login to Logout

Examples

* Internal and SaaS business applications

» Collaboration: Office 365, OneDrive, Google Suite
» Web sites, E-commerce, Customer-facing portals
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Business Transaction Tests

nPoint

\ 4

Web Application

Best: 11.56s Average: 22.62s Worst: 45.58s A

wn
(=]

Response
o Time (s)

10:50 AM 10:55 AM 11:00 AM 11:05 AM
® UserLogin @ Outlook @ OneDrive @ Word




UCaaS Web Conferencing

Monitor Webex, Teams, and Zoom from business locations

Join a Meeting o

O

' Microsoft Zoom Cisco
nPoint oy Webex
Webex Media A 12:42 PM EDT 1244 P
Features
» Monitor entire meeting lifecycle Transaction Test
» Detect slowness and quality issues —
* Analyze and troubleshoot issues with — — —
Media Analysis
Smart Data 1 8:00 AM 10:00 AM 12:00 PM

- Login — Join Start Media — Leave
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VoIP Service Monitoring

nPoint 0 Degraded

3.45 LQ MOS

|dentify VoIP service availability and call 501;” "

quallty ISSUGS 1.28 ms Jitter
50 ms Jitter Buffer

Test site-to-site and external availability into chiﬁj;:j d

Ca | I Ce nte rS 822 ms Dial Delay

3315 ms Ring Delay

Know if your VoIP system is Working Before Employees Need It
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Monitoring Experience Through the Wi-Fi Network

_____________________________________________________________

i Branch Office / Remote Site

Business

Services
1) @
nPoint Sthernet . Cloud and On-

premise Data
Centers

______________________________________________________________



Monitoring Experience Through the Wi-Fi Network

_____________________________________________________________

i Branch Office / Remote Site

Business

Services
v) @
nPoint Sthernet . Cloud and On-

premise Data
Centers

______________________________________________________________



Network Performance Testing

Remote Site Corporate Office
Enterprise
Network
= b o
: O
Loss, latency, jitter, bandwidth tests

- ------——— e e e e e - - > @

NETSCOUT " wverage: < 0.1% Worst: 0.8% Availability: 100.0 NETSCOUT
nPoint 3 nPoint
—]

Test results

Average: Tms 2ms Availability: 100.0%

Test results

—

Latency

Availability: 100.0% nGenIUSPULSE
Server

Jitter

Bandwidth

O
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Path Visualization

Time: 19 Oct 2023 9:17:23 AM MDT  Protocol: TCP  Target: https://www.croatiaairlines.com

|
< GO BACK (O Full Path |

Full Path () ISP Path

148ms 0] ®

Path Delay Colorado Springs Office Comcast Cable Communications Inc Arelion Sweden Ab Iskon Internet D.d. Za Croatia Airlines D.d. Croatia Airlines
Denver Informatiku | Telekomunikacije Zagreb, 21 (45.81,15.98)

145ms (%) 147ms ¢ 148ms 148ms

- O— 00— 00—

44ms 124ms 128ms 154m:s 'ISlms/ Croatia Airli...
ISP Path \ oo /T N ema om

>@< -O—0—0-

/
A""°" Swe.. 115ms / \ 132ms / ] 147ms () : ield
Solina, Stockhol 44ms \ 123ms / \ %2.115.122.175 Croatia Airli...
Sweden
+ () Hop number: 22

Avg Response Time: 153ms @ Is 155ms 147ms (5 145ms ( / Croatia Airli..

Hostname: zgb-b2-link.ip.twelve99.net w
ISP: Arelion Sweden Ab -‘

ASN: 1299 pe> E E ? ?

City: Solna

Subdivison: Stockholms Lan

oSt 762.115.122.175
Hop number: 22

Avg Response Time: 153ms ()
HOp by HOp Path ______ Hostname: zgb-b2-link.ip.twelve99.net

ISP: Arelion Sweden Ab

ASN: 1299

Determine network path routing and latency issues that may impact user experience
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Service Test Triage with nGeniusONE

nGeniusPULSE nGeniusONE

82 Snapshot + %3 Service Edge Monicoring (8/10) © @ DomenView (9 g0l 1Houts) 4 T i onlaa=aB|e=Ex
Enterprise> Service Edge Monitoring>
© Service Edge Monitoring 18 3
L+ ]
e @ | @
oy
q Time Range Service Test Slow RT Degraded MOS.
Vi Last 60 Minutes 3:00 PM - 4:00 PMMST @  SFDC e

‘_, 2 Cloud-App-8TT @ B = MmsTeams-Step-BTT @ B = onPrem-App-BIT B = calicenter Media

.D. John Andersor
.. @ 528 Transactions 984 Transactions. 64k Transactions 1 7 % 0% Failed Call Setup
. o 72 New Sessions 78 New Sessions 5 k New Sessions 3 k Completed Streams Dest
Best: 0.278s Average: 1.766s Worst: 5.660s Availability: 100.00% % I
Slow RT Sow RT VN v SYRACK

10

- »

Z 5

T = Webex Media < Citrix-BTT
. B -

'
3:00 PM 310PM 320PM 330 PM 3:40 PM 3:50 PM g
24\ 0% Faded Call Sewp B 3§
@DONS ©® Network @ SSL @ Client @ App @ Server 3% Conplined Swvarms Oanc b :

Degraded MOS > Slow RT
| Problems Dest

Detect WHAT is slow Solve WHY it is slow

Combine to Detect, Solve, and Prove End-User Experience Issues
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And there is more...
We have not talked about

* Reporting

« Executive dashboarding

 Integration with Security

 Integration to third party (RestAPI)

« The available platforms (HW, SW, Cloud, etc)

Want to know more?  Hang around and talk to us
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mailto:Ralph.Viergever@netscout.com
mailto:Marc.Meulensteen@netscout.com

NETSCOUT
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