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What is available?
Data sources

Infrastructure 
(SNMP) 

Simple Counters 

Port Status 
CPU %util 
Memory

Machine 
(syslog) 

Unstructured 
Generated by 

Devices, Servers, 
Clients

Network 
(Netflow/sFlow) 
Conversation 

TCP/UDP 
Stats

WireData 
(packets) 

from 
Taps, SPAN, 
Aggregators
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Visibility
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What’s on the truck?
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Sometimes to see what’s  
right in front of your eyes  
you need to change your  
perspective / lens… 
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Sometimes to see what’s  
right in front of your eyes  
you need to change your  
perspective / lens… 

• Rich, multidimensional metadata 
– KPI, session, packet 

• Advanced metrics 
– Application response time 
– Application success, failure 
– Application errors 
– Network response time 
– Per protocol, per message type (i.e., URL) 
– Voice and video QoE metrics 

• Security metrics 
– Weak security practices (ciphers, protocols) 
– Threat analysis 
– Behavior analysis
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Netflow data vs Full Packet Data

• NetFlow data (or jFlow, sFlow IPFIX and other flow-based standards) provides a metadata-based 
view of activity on the network.

• Full packet capture, on the other hand, is a complete record of actual network activity, including the 
actual data (packet payloads that are transferred across the network.)

Do you need both?

Netflow Full Packet Data
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Comparitive Overview
Packet analysis vs Flow analysis
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Packets vs Other Data Sources
The Ultimate Source of Truth
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Packets vs Other Data Sources
The Ultimate Source of Truth
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SIP
HTTP

DNS
UDP

IoC
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VISIBILITY

DEEP PACKET 
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Thank you.
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Sr. Sales Engineer Enterprise 
Marc.Meulensteen@netscout.com
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Agenda

Our Solutions

Service Assurance

nGenius Platform

Use cases
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Active Monitoring
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Our Solutions
Powered by the Visibility Without Borders Platform

Arbor DDoS  
Protection

nGenius Enterprise 
Performance Management
Mission Critical Apps

Remote and Hybrid Workforce

UCaaS and Collaboration

Hybrid Multi-cloud Migration

nGenius Carrier-Grade 
Service Assurance
5G

Reduce OpEx

Automation

Omnis Network  
Security

Comprehensive Network Visibility

Cyber Threat Detection

Ecosystem Integration

Pervasive Network Visibility

Adaptive DDoS Protection

Global Threat Intelligence

NETSCOUT PUBLIC 

The real-time network visibility platform for performance, availability, and security, at any scale.
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Visibility Without Borders Platform

Our platform addresses
Mission-critical application performance 

Data center transformation 

Hybrid and multi-cloud environments 

Remote and hybrid workforces 

DDoS attacks 

Slow security response  

5G implementations

Real-time triage and retrospective investigation  

Infinite multi-dimensional scalability  

Deep packet inspection at scale  

Visibility from the global internet to your local network 

DDoS attack mitigation  

A single-lens view of network and security activity

Our platform delivers

NETSCOUT PUBLIC COPYRIGHT © 2024 NETSCOUT SYSTEMS, INC.  |     15



COPYRIGHT © 2024 NETSCOUT SYSTEMS, INC.  |     16

Active + Passive 
Performance 
Monitoring

Service Assurance
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End-thru-End Visibility Without Borders

        Public Cloud

Branch Offices

SDWAN

Legacy WAN

COLO/Interconnect

Multi-Access Edge Computing

     On-Prem

Applications

K8S

N-Tier

K8S

LegacySDN

5G

MPLS

IAASSAAS

Home/Remote Users

WiFi Users

UC
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End-thru-End Visibility Without Borders

        Public Cloud

Branch Offices

SDWAN

Legacy WAN

COLO/Interconnect

Multi-Access Edge Computing

     On-Prem

Applications

K8S

N-Tier

K8S
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5G

MPLS

IAASSAAS

Home/Remote Users

WiFi Users

UC

How well does this complex system perform?
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Network and Application 
Visibility & Performance
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nGeniusONE

InfiniStreamNG 
(ISNG)

InfiniStreamNG 
(ISNG)

Databases
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Switch
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Router

Load  
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Firewall

Viideo CRM

Internet

Firewall

Packet Flow 
Switch (PFS)

Packet Flow 
Switch (PFS)

NETSCOUT nGenius Solution

Servers 
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InfiniStreamNG 
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Switch

Edge  
Switch

Router

Load  
Balancer

Edge 
Switch

Firewall

Viideo CRM

Internet

Firewall

Packet Flow 
Switch (PFS)

Packet Flow 
Switch (PFS)

Combination of three strategic areas for 
service assurance: Service Triage, advanced 

Network Performance Management, and 
Advanced Packet Analysis. 

NETSCOUT nGenius Solution

Servers 
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nGeniusONE Service Triage Platform 
 

| NETSCOUT PUBLIC 

Immediate visibility of 
problems in cloud, colo, 
data center, WFH, and 

office 

Service Dashboard 
and Alerts

ASI metrics for fast 
targeting of cause

Session Analysis

Packets for evidence and 
collaboration

Packet Analysis

Layer-7, application 
focus for SaaS, UCaaS, 
business applications, 

service enablers

Service Monitor

ServicesKPI / flows Sessions Packets
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nGenius One 
Network and Application 

Performance Management
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Dashboard: nGenius One

• Service hierarchy — An organization of application services, 
network domains, and service domains in parent-child order 
configurable according to your needs 

• Service domain — A grouping of application services, network 
domains, and other service domains, designated by 

• By default, at the top level, the Enterprise domain is the 
parent of all other domains.



COPYRIGHT © 2024 NETSCOUT SYSTEMS, INC.  |     23

Dashboard: nGenius One

• Service hierarchy — An organization of application services, 
network domains, and service domains in parent-child order 
configurable according to your needs 

• Service domain — A grouping of application services, network 
domains, and other service domains, designated by 

• By default, at the top level, the Enterprise domain is the 
parent of all other domains.



COPYRIGHT © 2024 NETSCOUT SYSTEMS, INC.  |     24

Use Case: Troubleshooting
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In case of alert
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What is the problem?
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What is the problem?
• A Service outage

• A Service degradation

• End user experience is bad

• Capacity investigation

• An Event that increases the risk of a Service outage

• An Event that increases the risk of a Service degradation
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MTTR
Mean Time To Resolution

Incident 
Start

Identify

DiagnoseResolve

Verify

Mean Time to Identify

Mean Time to Know

Mean Time 
 to Resolve 

(MTTR)

Mean Time to Verify
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nGenius: Reduce Mean Time to Resolution (MTTR) with Speed to Knowledge

of mean time to 
resolution is spent 
in understanding 
the problem

MTTI MTTK MTTF MTTV

Identification  /  Knowledge  /  Fix  /  Verify

Current MTTR (with Existing Tools)

NETSCOUT PUBLIC 
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nGenius: Reduce Mean Time to Resolution (MTTR) with Speed to Knowledge

of mean time to 
resolution is spent 
in understanding 
the problem

MTTI MTTK MTTF MTTV

Identification  /  Knowledge  /  Fix  /  Verify

Current MTTR (with Existing Tools)

MTTI MTTK MTTF MTTV

New MTTR 
(with NETSCOUT Visibility Platform)

NETSCOUT PUBLIC 
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Troubleshooting

Dig deeper with 
session analysis
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Troubleshooting Session/Packet analysis

Where is the problem
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Troubleshooting Session/Packet analysis

There is the problem
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Troubleshooting Session/Packet analysis

There is the problemDo you need more details?
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Troubleshooting Session/Packet analysis

There is the problemDo you need more details?
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Use case: Voice Quality Monitoring
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“Hi Team, Let’s start this mee…! can you hear me?”
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“Hi Team, Let’s start this mee…! can you hear me?”

Let’s see some details
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“Hi Team, Let’s start this mee…! can you hear me?”
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“Who can hear who? I can’t hea…”
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“Who can hear who? I can’t hea…”

Single call deep dive
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Use case: Network visibility
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Service dependency 
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Service Visibility without Borders



COPYRIGHT © 2024 NETSCOUT SYSTEMS, INC.  |     39

Service Visibility without Borders



COPYRIGHT © 2024 NETSCOUT SYSTEMS, INC.  |     39

Service Visibility without Borders

-Critical Errors 
-Failed Transaction % 
-Retransmissions

-Total Requests 
-Transaction Rate 
-New Sessions

-Average Response Time 
-Slow Response % 
-Timeouts
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Amsterdam 
CoLo 

(On prem)

Los Angeles 
Region (AWS)

London Region 
(AWS)

Boston DC 
(Oracle)

New York 
Region 
(AWS)

Service Visibility without Borders
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Dependency Map Perspectives

Failures

Server 
 Load

Latency

-Critical Errors 
-Failed Transaction % 
-Retransmissions

-Total Requests 
-Transaction Rate 
-New Sessions

-Average Response Time 
-Slow Response % 
-Timeouts
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Service Dependency Mapped out

Users

Web Tier

Application Tier

Database Tier

Service Enablers
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Identify Changes

Newly Discovered Nodes Are Shown With Thick Dark Border 
Nodes that are no longer available are shown as ghost icons
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Active Monitoring

End client simulation/Synthetic testing
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Enterprise-wide Service Visibility
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Enterprise-wide Service Visibility

SaaS, UC&C, Business Applications, Network Services and Infrastructure Performance
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nPoint Test Catalog
Business Transaction Tests 
SaaS 
• Microsoft 365 Suite 
• SFDC 

UCaaS 
• Microsoft Teams 
• Cisco Webex 
• Zoom 

Auth Services 
• Microsoft SSO 
• SAML – Okta, OneLogin, etc. 
• PKI / CAC

Network Performance 
Latency 
• ICMP and TCP  
• Wi-Fi latency 

Bandwidth 
• iPerf 
• Fast.com 
• Speedtest.net 

Quality 
• Loss 
• Latency 
• Jitter 

Applications and Services 
Applications 
• Web URL 
• VoIP 
• Port Availability 

Network Services 
• DNS 
• DHCP 
• TFTP 
• FTP 
• Multicast 

Custom tests can be created to perform almost any type 
of measurement for any application.
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Application Experience

Synthetic Tests 

• Web Tests 
– Basic URL test, measures latency to the application 

• Business Transaction Tests 
– Emulates key user actions within a business application 

– Customizable for any web application 

– Measure step time from Login to Logout 

Examples 
• Internal and SaaS business applications 
• Collaboration: Office 365, OneDrive, Google Suite 
• Web sites, E-commerce, Customer-facing portals

Measure reliability of access to applications and key user actions

Business Transaction Tests
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Application Experience

Synthetic Tests 

• Web Tests 
– Basic URL test, measures latency to the application 

• Business Transaction Tests 
– Emulates key user actions within a business application 

– Customizable for any web application 

– Measure step time from Login to Logout 

Examples 
• Internal and SaaS business applications 
• Collaboration: Office 365, OneDrive, Google Suite 
• Web sites, E-commerce, Customer-facing portals

Login Downloa
d FileExport Logout

Web Application

nPoint

Measure reliability of access to applications and key user actions

Business Transaction Tests
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UCaaS Web Conferencing

Features 
• Monitor entire meeting lifecycle 
• Detect slowness and quality issues 
• Analyze and troubleshoot issues with 

Smart Data

Monitor Webex, Teams, and Zoom from business locations

Cisco 
Webex

ZoomMicrosoft 
Teams

nPoint

Transaction Test

Media Analysis
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VoIP Service Monitoring

Identify VoIP service availability and call 
quality issues 

Test site-to-site and external availability into 
call centers

Know if your VoIP system is Working Before Employees Need It

nPoint nPoint
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Monitoring Experience Through the Wi-Fi Network

nPoint

WAN or 
Internet

Ethernet

Business 
Services

Branch Office / Remote Site

Cloud and On-
premise Data 

Centers
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nPoint

WAN or 
Internet

Ethernet
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Services
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Cloud and On-
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Network Performance Testing

NETSCOUT 
nPoint

Enterprise 
Network

Corporate OfficeRemote Site

Loss, latency, jitter, bandwidth tests

Test results

NETSCOUT 
nPoint

nGeniusPULSE 
Server

Lo
ss

La
te

nc
y

Ji
tte

r

Test results

B
an

dw
id

th
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Path Visualization

Hop by Hop Path

ISP Path

Determine network path routing and latency issues that may impact user experience
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Service Test Triage with nGeniusONE

nGeniusPULSE nGeniusONE

Detect WHAT is slow Solve WHY it is slow

Combine to Detect, Solve, and Prove End-User Experience Issues
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And there is more…

• Reporting 

• Executive dashboarding 

• Integration with Security 

• Integration to third party (RestAPI) 

• The available platforms (HW, SW, Cloud, etc) 

Want to know more?     Hang around and talk to us 

Ralph.Viergever@netscout.com 

Marc.Meulensteen@netscout.com

We have not talked about

mailto:Ralph.Viergever@netscout.com
mailto:Marc.Meulensteen@netscout.com
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